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Attack Taxonomy

Source: [Mircovic2004]
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Placement of a Network Intrusion Detection System

Internet

LAN

DMZ

Monitors all incoming traffic
•High load
•High rate of false alarms

Monitors all traffic to and 
from systems in the DMZ
•Reduced amount of Data
•Can only detect Intrusions 
on these Computers

Monitors all traffic within 
the corporate LAN
•Possible detection of 
misuse by insiders
•Possible detection of 
intrusion via mobile 
machines (notebooks...)
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Detection Quality

False Positive
(false alarm, i.e. inoffensive 

anomalous events)
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(successful detection of 

attacks)

True Negative
(successfully labeled 

harmless events)

False Negative
(undetected attacks, e.g. 

because they inhibit similar 
behavior to normal events)
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Classification Criteria

Source: [Estevez-Tapiador2004]
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IDMEF Example

alert TCP any any -> any 80 (msg: "IDS297/http-directory-traversal1"; flags: 
AP; content: "../"; reference: arachNIDS,IDS297; idmef: default;)

<IDMEF-Message version="0.1">
<Alert alertid="329440" impact="unknown" version="1">
<Time>
<ntpstamp>0x3a2d8b3a.0x0</ntpstamp>
<date>2000-12-05</date>
<time>16:41:30</time>

</Time>
<Analyzer ident="IDS1">
<Node category="dns">
<location>San_Francisco_Network</location>
<name>supersnort</name>
<Address category="ipv4-addr">
<address>123.234.123.12</address>

</Address>
</Node>

</Analyzer>
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IDMEF Example

alert TCP any any -> any 80 (msg: "IDS297/http-directory-traversal1"; flags: 
AP; content: "../"; reference: arachNIDS,IDS297; idmef: default;)

<Classification origin="vendor-specific">
<name>IDS297/http-directory-traversal1</name>
<url>http://www.whitehats.com/info/IDS297</url>

</Classification>
<Source spoofed="unknown">
<Node>
<Address category="ipv4-addr">
<address>222.222.111.11</address>

</Address>
</Node>

</Source>
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IDMEF Example

alert TCP any any -> any 80 (msg: "IDS297/http-directory-traversal1"; flags: 
AP; content: "../"; reference: arachNIDS,IDS297; idmef: default;)

<Target decoy="unknown">
<Node category="dns">
<location>San_Francisco_Network</location>
<Address category="ipv4-addr">
<address>123.234.123.7</address>

</Address>
</Node>
<Service ident="0">
<dport>80</dport>
<sport>1397</sport>

</Service>
</Target>
<AdditionalData meaning="Packet Payload" type="string">GET 
../../stuff/I/shouldnt/be/seeing</AdditionalData>

</Alert>
</IDMEF-Message>
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IDS – Selected (Open Source) Examples
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DIADEM Firewall: CATS
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Assessment of Distributed Intrusion Detection Systems 

yesnonopartlyyesDistributed detection

yesnonononoSep. of monitoring 
& detection

Distributed 
intelligence

yesyesyesnonoAutonomous behavior

yesyesyesnoyesAnomaly detection

yesnonoyesyesKnowledge-based 
detection

yesyesnonono (host-
based)

Global context

yesyesyesyesyesLocal contextAttack 
detection

CATSCOSS-
ACK

D-WARDPrelude 
IDS

EMER-
ALD









[NetSec], WS 2008/2009 15.44

Additional References

[Barford2001] P. Barford and D. Plonka, "Characteristics of Network Traffic Flow Anomalies," Proceedings of ACM 
SIGCOMM Internet Measurement Workshop, October 2001. 

[Barford2002] P. Barford, J. Kline, D. Plonka, and A. Ron, "A Signal Analysis of Network Traffic Anomalies," Proceedings of 
ACM SIGCOMM Internet Measurement Workshop, Marseilles, France, November 2002. 

[Cabrera2000] J. B. D. Cabrera, B. Ravichandran, and R. K. Mehra, "Statistical Traffic Modeling for Network Intrusion 
Detection," Proceedings of 8th International Symposium on Modeling, Analysis and Simulation of Computer and 
Telecommunication Systems (MASCOTS), 2000, pp. 466. 

[Caswell2004] B. Caswell and J. Hewlett, "Snort Users Manual," The Snort Project, Manual, May 2004. 
(http://www.snort.org/docs/snort_manual.pdf) 

[Estevez-Tapiador2004] J. M. Estevez-Tapiador, P. Garcia-Teodoro, and J. E. Diaz-Verdejo, "Anomaly detection methods 
in wired networks: a survey and taxonomy," Computer Communications, vol. 27, July 2004, pp. 1569-1584. 

[Hofmeyer1998] S. Hofmeyer, S. Forrest, and P. D'haeseleer, "An Immunological Approach to Distributed Network 
Intrusion Detection," Proceedings of First International Workshop on the Recent Advances in Intrusion Detection 
(RAID'98), Louvain-la-Neuve, Belgium, September 1998. 

[Hussain2003] A. Hussain, J. Heidemann, and C. Papadopoulos, "A Framework for Classifying Denial of Service Attacks," 
Proceedings of ACM SIGCOMM Conference, Karlsruhe, Germany, August 2003, pp. 99-110.

[Kemmerer2002] R. Kemmerer and G. Vigna, "Intrusion Detection: A Brief History and Overview," IEEE Computer - Special 
Issue on Security and Privacy, April 2002, pp. 27-30. 

[Mahoney2001] M. V. Mahoney and P. K. Chan, "PHAD: Packet Header Anomaly Detection for Identifying Hostile Network 
Traffic," Florida Tech., Technical Report CS-2001-4, 2001. 

[Mirkovic2004] J. Mirkovic and P. Reiher, "A Taxonomy of DDoS Attack and DDoS Defense Mechanisms," ACM 
SIGCOMM Computer Communication Review, vol. 34, April 2004, pp. 39-53. 

[Moore2001] D. Moore, G. M. Voelker, and S. Savage, "Inferring Internet Denial-of-Service Activity," Proceedings of 
USENIX Security Symposium, Washington, DC, August 2001.

[Wang2002] H. Wang, D. Zhang, and K. G. Shin, "Detecting SYN Flooding Attacks," Proceedings of IEEE INFOCOM 2002, 
2002. 


	Chapter 15�Attack Detection
	Introduction
	Introduction
	Introduction
	Attack Taxonomy
	Intrusion Detection
	Classification of Attack Detection
	Classification of Attack Detection
	Placement of a Network Intrusion Detection System
	Knowledge-based Detection
	Signature-based Detection – Example: Snort
	Anomaly Detection
	Anomaly Identification
	Anomaly Identification
	Anomaly Identification
	Anomaly Detection System
	Detection Quality
	Classification Criteria
	Anomaly Detection Methodologies
	PHAD
	ALAD
	IDMEF
	IDMEF
	IDMEF Example
	IDMEF Example
	IDMEF Example
	IDS – Selected (Open Source) Examples
	Snort
	Snort-Inline
	Bro
	Bro	
	Bro
	Prelude IDS
	Prelude IDS
	D-WARD
	D-WARD
	DIADEM Firewall
	DIADEM Firewall
	DIADEM Firewall: CATS
	Assessment of Distributed Intrusion Detection Systems 
	Benchmarking
	Testing and Benchmarking
	Summary (what do I need to know)
	Additional References
	Foliennummer 45

