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Abstract

Mobile computing is spreading rapidly through the use of low power mobile phones.
An increasing number of applications are developed for these devices which ex-
change data with other devices. One important consideration is data security espe-
cially during wireless data transfer in this scenario. This is particularly important
in secure groupware, collaborative or multiuser applications where simultaneous
communication with multiple parties must be securely maintained. Unfortunately
SSL as a point-to-point protocol is suboptimal and mobile phones place serious
limitations on the use of cryptography in this scenario, because those devices offer
very limited processing resources..

Secure group protocols solve this problem by distributing identical keys to all
group members, so that no message has to be encrypted twice. Their two most im-
portant parts are the key exchange protocol and its authentication method. This
thesis will evaluate important aspects of key exchange protocols and determine
bottlenecks in their execution. The calculation of operations in asymmetric cryp-
tographic algorithms and message transfers in the wireless networks cause delays
in the execution. So several asymmetric algorithms are tested in the environment
of mobile phones. Based on those results, authenticated multiparty key agreement
protocols with different designs are theoretically analyzed and compared with each
other. The results are compared with a real world benchmark to determine their

credibility.
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Chapter 1

Introduction

In the last few years mobile computing has experienced an immense rise in popu-
larity, mainly caused by the wide-spread use of mobile phones. For mobile devices
one of the most important issues is the security of the exchanged data. The trans-
fer of data itself is prone to become the weak link, as very few encryption methods
are available for applications running on mobile phones. It allows third parties to
easily intercept the data during wireless transfer and during the routing through
an insecure network to its destination, such as the internet.

This issue is even more important in groupware, collaborative or multiuser
applications, where simultaneous communication between different parties must
be securely maintained and all the peers are realized on mobile devices. Yuan and
Long expected in their article from 2002 [72], that “Peer groups and subscription-
based multicast applications will be a major model for the smart wireless applica-
tions of the future”. Examples of these types of applications are teleconferencing,
video streams or shared white boards in groupware applications. In those cases
one peer usually sends identical data to all the other peers. The data is dis-
tributed within the group so that all participating members are synchronized. So
if someone talks during a teleconferencing session, the recording device transmits
the data to all the other peers simultaneously.

The network topology considered for this multiparty communication is a fully-
meshed net: every member of the group exchanges data with all the others. Mul-
tiparty communication could also be realized in a star formation: there group
members only have one connection to a group controller which can be realized
with a server. Mobile devices would not be appropriate as group controllers, as
this type of group management needs a lot of computational and network related
resources. The usage of external devices introduces restrictions on the usability of
multiparty protocols, so this solution is avoided in this work.

An important aspect for this communication type is dynamic membership:

members should be able to join and leave the group without any restrictions.



One trivial solution would be separately managed point-to-point connections
between all the group members and the usage of already well established secure
2-party protocols as e.g. SSL. This solution is clearly suboptimal as it does not
take advantage of multiparty group communication’s unique features.

Several secure protocols for multiparty applications have already been sug-
gested. They can be roughly separated in contributory protocols and centralized
protocols. Contributory protocols treat every party member identically and do
not depend on a host which manages the security setup of the group. Centralized
protocols make use of one central host called group manager (GM) which controls
the group’s security. They are slightly less secure than contributory protocols, as
the dependence on a single GM may make it easier to exploit the protocol by an
adversary.

Authentication is a major aspect of ensuring private secure communication.
Protocols without authentication are vulnerable to man-in-the-middle attacks,
where an adversary listens to and modifies the transferred networks packets be-
tween two communicating hosts and is able to decipher the messages. Authen-
tication can be performed in several ways: using passwords or certificates which
include a public key, and the underlying cryptographic algorithms can be sym-
metrical or asymmetrical.

The main limitation for the usage of cryptography are the mobile phones’
extremely limited processing resources. Several performance tests have already
been performed for handheld devices. Those devices are several times faster than
mobile phones, so it is not known yet, how fast cryptographic algorithms and
especially key exchange protocols run on mobile phones. They are much slower,
because the emphasis of mobile phones development is on voice communication
and long battery runtimes. But their support for applications is improving: The
processor speeds are increasing and more and more features are offered in their
program environment. There is a tendency for devices to converge with low-end
handhelds. But despite this development, their processing power will still be a
major concern for encryption in the years to come.

This thesis will investigate multiparty key exchange protocols suitable for mo-
bile phones. We will analyze the asymmetric cryptographic systems RSA, ECC
and XTR, as they provide means for authentication and many secure protocols
are based on those algorithms. We will determine their performance in our target
environment and decide, what system is most suitable for mobile phones. Then
secure multiparty protocols will be analyzed and their speed will be theoretically
determined using the results of the tested asymmetric cryptographic systems. The

following protocols will be used in the analysis:

e AKEI1 by Bresson et al. [8]



e TGDH by Kim [32]

e a centralized multiparty protocol based on LLK by Lee et al. [39] and based
on MTI/AO by Matsumoto et al. [42]

To validate the results, one of the secure multiparty protocols was implemented

and its performance was compared to our theoretical results.

1.1 Thesis Structure

The thesis is structured in the following way: Chapter 2 presents an introduction
and overview of the topic. It includes the limitations of mobile phones, reviews
different cryptographic algorithms and presents several secure communication pro-
tocols. Chapter 3 describes used methodology to achieve our goal: In the first sec-
tion general features of secure protocols are analyzed, then different asymmetric
cryptographic algorithms are discussed, and in the last section the speed of key
exchange protocols is theoretically calculated. Chapter 4 presents and discusses
the results of chapter 3. Chapter 5 summarizes the experimental results of the

thesis and proposes further work in this area.

1.2 Hypothesis

There is currently no good solution for secure mobile multiparty communication. If
we investigate group protocols and assess their performance on the target platform,
we will be able to determine the feasibility of secure multiparty communication
on mobile devices and the protocol which offers appropriate security and performs
best.



Chapter 2

Overview and related Work

This chapter presents an introduction to the topic of this thesis. In the first sec-
tion we consider the environment and limitations of mobile phones and and a
short introduction to secure protocols which are in practical use today. Secure
communication protocols are based on cryptographic algorithms, so several algo-
rithms that are used in this thesis are reviewed in the second section. The third
section introduces cryptographic protocols and key exchange protocols, which are
a component of secure protocols. It also presents several proposed 2-party and

multiparty key exchange protocols.

2.1 Mobile phones

2.1.1 Hardware

The processing capabilities of mobile phones are very limited as those devices
are focused on providing long battery runtimes and small proportions. However,
much effort is being undertaken to improve their capabilities to accommodate more
complex functionality and enable applications to run efficiently on the devices. The
current assortment of mobile phones can be roughly divided into two classes by
regarding the processing power and operating system: feature phones and smart
phones. Examples of these types are the Nokia series 40 and series 60 phones. We
exclude PDA-like phones in this work.

The term ‘series 40’ was introduced by Nokia. The operating system on those
devices is written in Java and their 32 bit ARM-9 CPU has approximately 20
MHz. Compared to a standard desktop computer, this CPU is 500 times slower.
A typical representative of a series 40 phone would be the Nokia 6610 (see figure
2.1). Its total memory is 200 KBytes, but for Java applications only 70 KBytes
are available. This poses considerable limitations on the programs which run on
this device. The figures were taken from [68] and the performance was compared

to a test run on a desktop computer.



Figure 2.1: The Nokia 6610 mobile phone

The faster generation is the group of series 60 mobile devices. The term ‘series
60’ was introduced by Nokia and was adopted by several other companies. The
devices run on a non-Java operating system called SymbianOS [67]. It also sup-
ports downloadable Java applications. Their CPU is considerably faster than the
processor of series 40 devices with roughly 120 MHz. The available memory also
increases substantially to 2 MBytes and more.

Information on exact hardware specification is not available publicly, so the

given values may vary from device to device.

2.1.2 Java

Almost all of the currently available mobile phones implement Java as program-
ming environment. Sun Microsystems gives in [66] a brief overview. As Java is
offered for very diverse hardware architectures, it is divided into different plat-
forms. Figure 2.2 shows that J2EE (Java 2 Enterprise Edition) and J2SE (Java 2
Standard Edition) are suitable for servers and personal computers. J2ME (Java 2
Platform, Micro Edition) is mostly used for devices with lower computing power
including mobile phones. The capabilities of the device and the available APIs in
the Java programming environment are specified in a configuration and a profile.

Configurations define a virtual machine and a basic set of class libraries. They
specify the basic functionality for a set of devices which have similar features, as
e.g. memory and processor footprint or network connectivity. The Connected
Limited Device Configuration (CLDC) is used for mobile phones. It is suitable
for 16 or 32 bit CPUs and specifies a minimum of 128KB of memory available for
the Java virtual machine and its running applications.

Profiles define a set of higher level APIs that further define the device’s spec-
ifications, such as the application life cycle model or the graphical user interface.
The Mobile Information Device Profile (MIDP) is the profile for mobile phones
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Figure 2.2: Overview of the Java 2 platform with all its flavours for different
hardware configurations (©Sun Microsystems)

and PDAs with low processing power. It offers the core functionality for mo-
bile applications and includes the user interface, network connectivity, local data
storage and application management.

The current version of MIDP is 2.0 (Specification [30]). Figure 2.3 shows, how
MIDP Java applications rely partly on the MIDP and the CLDC. The MIDP also
accesses the CLDC. The CLDC itself provides the virtual machine which calls
functions of the native system layer. All Java code is interpreted by the Java
virtual machine and direct access to the hardware is therefore not possible. This
creates a safe environment for the potentially unsafe executed code, as e.g. no
buffer overflows are possible there. The virtual machine also offers an internal
garbage collector to free unused memory. All Java code is portable between the
devices where the same set of APIs is offered, which are specified by the CLDC
and the MIDP 2.0. All Java code is run on top of the mobile’s real-time operat-
ing system whose primary task is to manage network-related functions to ensure
connectivity. This task has priority over all other functions and uses up much of
the limited processing power of the devices.

Java applications for MIDP are called MIDlets. MIDP 2.0 includes over-the-
air provisioning (OTA). This is a specification of protocols and processes which
enable mobile phones to download and install MIDlets in a general way. That

method is the normal way of installing applications on mobile phones.
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Figure 2.3: Architecture view of the Java platform inside a mobile device (©Sun
Microsystems)

MIDP 2.0 also provides HTTPS in a stripped-down version for secure data
downloads. The included version of SSL is not available for direct use by appli-
cations. It can only be used for a HT'TPS connection to an external server, so it

can not be used for multiparty groupware applications.

2.1.3 Mobile networks

The performance of data transfers between mobile phones is greatly affected by
the mobile networks that the phones use. At the moment there are three major
networks available for data transfer: GSM, GRPS and UMTS.

The Global System for Mobile Communications (GSM) is the most popular
network used in the world. It is a second generation network and its specifications
were completed in 1990. The system’s main focus is on voice transmission, so the
maximum possible data transfer rate is only 14.4 kbit/s. Data transfer is billed
on the time spent on being connected to the internet.

General Packet Radio Service (GPRS) was added to the GSM standard in
1997. It enables mobile phones to make use of unused bandwidth for data com-
munication. Its theoretical speed limit is 170 kbit/s, but in practice usually 30-70
kbit /s are achieved. The cost for this service is based on the amount of transferred
data.

The successor of GSM is the third generation Universal Mobile Telecommuni-
cation System (UMTS). It was released in 2000 and meets the requirements for
higher speeds for data transfer. Its theoretical maximum is 1920 kbit/s, but at
the moment most networks only support up to 320 kbit/s.



2.1.4 Protocols in use

This section describes two of the most used secure protocols in the internet. They
only support secure end-to-end communication between two entities. Both proto-
cols are not designed to run on restricted environments like those of mobile phones,

so we only present a short overview.

SSL/TLS Secure Sockets Layer (SSL) was initially released by Netscape as
Version 3.0 in 1996 and is described in RFC 2246 [19]. Meanwhile the successor
Transport Layer Security (TLS) is available in version 1.0 and gradually replaces
SSL. The protocol provides endpoint authentication and security over the internet
protocol in OSI layer 6. Only end-to-end communication, that means communi-
cation between two hosts is supported. It uses TCP for data transfer and thus lies
between OSI layer 4, the transport layer, and OSI layer 7, the application layer.

The basic phases of the protocol consist of

e negotiation of supported algorithms

e asymmetric key exchange and authentication
e symmetric encryption of application data

SSL offers several choices for its used cryptographic algorithms, which the hosts
agree upon in the first phase of the protocol. The key exchange can be accom-
plished with RSA encryption and the Diffie-Hellman key exchange, both with
signed data packets for authentication. Furthermore the Digital Signature Algo-
rithm (DSA) and Fortezza, a security system based on a PC card security token,
are offered for authentication. SSL also provides a wide range of symmetric en-
cryption algorithms including RC2, RC4, IDEA, DES, 3DES and AES.

Every application layer protocol which relies on TCP/IP for communication
can make use of SSL. All data passed from the application to the SSL layer is
encrypted and forwarded to the peer, where it is automatically decrypted and
passed on to the application. Many protocols use SSL for encryption. The most
popular protocol is HT'TP which was the initial reason why Netscape developed
this protocol: HTTPS denotes the combination of HT'TP and SSL and is the
most popular application with SSL. A free implementation of SSL is provided by
OpenSSL [52].

MIDP 2.0 also provides an implementation of SSL called KSSL (“kilobyte”
SSL). It has only client-side functionality and is a stripped down version of SSL
3.0: only RSA with key sizes up to 1024kbit and RC4 are supported as encryp-
tion algorithms. The API is mostly implemented in Java, but performance-critical

parts are also realized in native platform code. Gupta and Gupta proposed KSSL



in 2001 [21] and measured speeds on a PalmVx handheld with 20 MHz. RSA ver-

ifying operations took 1.4 seconds and RSA signing operations took 80.9 seconds.

IPsec IPsecis a standard to provide security for the Internet Protocol (IP) suite
and is defined in the RFCs 2401-2412 [57]. It encrypts and authenticates packets
in the network layer (OSI layer 3). There it secures all transferred data between
two endpoints and is not restricted to certain applications which have support for
it (in contrast to SSL).

IPsec consists of two protocols: Authentication and message integrity, but not
data confidentiality, is realized in the Authentication Header (AH). Encapsulat-
ing Security Payload (ESP) provides authentication, data security and message
integrity. The key exchange is performed by the Internet Key Exchange (IKE)

protocol.

2.2 Cryptographic algorithms

A cryptographic algorithm is a function which encrypts or decrypts data. The
process of encrypting data is represented as a function E. It takes the plaintext
P as input argument and results in the ciphertext C. The decryption process D
is used in a similar way. Usually a key K is needed for encryption or decryption.

The whole process of encrypting and decrypting data can be represented as

Ek,(P)=C
Dg,(C)=P

The size of the used keys K; directly influence the security of the encryption. The
bigger it is, the more difficult is the decryption of the ciphertext without knowing
the key. Certain key sizes provide different security levels for different types of
cryptographic algorithms.

Cryptographic algorithms can be separated into two groups, depending on the
number and type of keys used: Symmetric cryptographic algorithms and asym-

metric cryptographic algorithms

2.2.1 Symmetric algorithms

Symmetric algorithms, which are also called private key algorithms, take the same
key for both encryption and decryption of data. The equations describing sym-

metric encryption and decryption of data are

Ex(P)=C
Dx(C)=P

Ne



If two peers want to transfer symmetrically encrypted data to each other, they
need to agree on a common key first. This process is called key exchange. The
security of symmetric algorithms relies on the secrecy of the key - if an attacker
acquires it, he can decrypt the ciphertext encrypted with it. Symmetric algorithms
usually have a good performance, as they are mainly based on the permutation
of bits and the XOR-operation. Some of the most used symmetric algorithms are
3DES, AES and Blowfish.

AES is used in this thesis. It was developed by Daemen and Rijmen in 2000
[18]. It is a symmetrical cipher algorithm which is easy to implement and requires
minimal computing power and memory. Its key size must be a multiple of 32 bits.
128, 196 and 256 bits are in common use through the AES specification by the
US government in 2001.

A message authentication code (MAC) algorithm uses encryption to achieve
data integrity and data origin authentication for a message. Methods used to
achieve this goal are supposed to be simple and fast, so many implementations
use symmetric encryption and hash functions. The following example shows its
application: If host U4 wanted to send a message to host Up and both hosts share
a common key k, Uy would encrypt a plaintext message P using a symmetric
encryption function E: C = Ei(P). The authentication tag 7' = MAC(P)
would also be computed using the shared key k and the plaintext P. The MAC
algorithm hashes P to a small value and then the value is symmetrically encrypted
using k. The result is stored in the authentication tag T. The ciphertext C' and
authentication tag T is transmitted to Up. Up then decrypts the ciphertext and
checks the authenticity of the plaintext P by applying the same MAC algorithm

as Uy. If the resulting value equals T', the message authenticity is verified.

2.2.2 Asymmetric algorithms

Asymmetric algorithms, also known as public-key algorithms, got their name be-
cause of their use of a keypair for encryption and decryption. This keypair is
generated in an initialization phase and consists of the so called public (W) and
private key (w). These keys are related: data encrypted with one key can only
be decrypted with the other key of the keypair. The following equations show the

process:

E,(P)=C,  Ew(P)=0C,
Dw(Ci) =P  Du(Cy) =P

The public key is usually made public and everyone can access it. The private key

is kept secret. There are two common usage schemes for asymmetric algorithms:

10



e Person A wants to send encrypted data to person B. Therefore A encrypts
data with B’s public key (Wp). This ciphertext can only be decrypted with
B’s private key (Wg). Public key algorithms are slow compared to symmetric
algorithms, so data is usually encrypted with a symmetric algorithm and
the used secret key for this encryption is encrypted and decrypted by an

asymmetric algorithm.

e Person A wants to send digitally signed data to B. To do that, A encrypts
data with A’s private key (w4). Everybody else who has A’s public key
(W4) can decrypt the data, and as only A could have encrypted data which
can be decrypted with A’s public key, is sure that indeed A encrypted it.
As in the previous case, usually not all the data is encrypted, but a hash
function is applied to it and only the resulting hash value is used as input

to the asymmetric operations.

The keys in the keypair are mathematically related, so it is possible to calculate
the private key from a public key. Therefore this calculation must be as com-
putationally intensive as possible, so that the calculation can not be finished in

reasonable time.

RSA

Rivest, Shamir and Adleman presented the first asymmetric cryptographic algo-
rithm in 1978 [58]. It is one of the most used algorithms at the moment. RSA
Laboratories has released the cryptographic standard PKCS #1 [59] which de-
scribes and defines implementation issues for RSA cryptography to ensure an
implementation without security flaws.

Attacks on the RSA public-key algorithm are based on the discrete logarithm

> mod n, the

problem. If we have given the values x, a and n of equation x = a
discrete logarithm problem describes the problem of finding value b. This problem
is computationally very expensive and until now values with a length of 1024 bit
are not broken.

In 2000 Boneh et al. suggested a method to speed up RSA key generation
on a handheld using an untrusted server. The PalmV handheld contained a 68k
processor running at 20 MHz. They created unbalanced RSA keys, which are
slightly less secure than a balanced keypair. In their experiments they used a small
handheld device to generate the keys and the device needed 7.5 minutes without
any speed improvements. As the key generation needs a lot of calculations, some
of those are offloaded to one or two servers in their proposal. The servers are
untrusted, and they can not derive keys, which were generated on the handheld,

from their calculations. The only condition for the method using two servers is,

11
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that the servers must not be able to exchange information with each other, or
else the generated key pair can be recovered. Their experiments showed, that key
generation can be sped up to 2.7 minutes with one server and 1.1 minutes with
two servers. The authors presented that it is possible to speed up RSA on low
power devices, but to do so external servers are needed which may not be available
at all times.

Lei et al. proposed another method to outsource computations of asymmetric
algorithms in 2004 [40]. They described a digital signature scheme for mobile
devices called Server Based Signature (SBS) which consumed less computational
resources on the client side. They did not provide experimental results, so it is

not comparable to other similar algorithms.

ECC

A more efficient asymmetric algorithm is the elliptic curve algorithm proposed
independently by Miller in 1985 [46] and Koblitz in 1987 [34]. Several patents for
ECC are owned by Certicom, so it is not freely available. In the beginning the
involved calculations were not efficient, but a lot of work has been put into this
problem and by the late 1990s they were as fast as RSA. ECC needs smaller key
sizes for similar security to RSA, so the time needed for calculations is shortened.
Elliptic curve cryptography is based on mathematics of finite field elliptic
curves. An elliptic curve is represented by a simplified Weierstrass equation of

the form
y? =2 ftar+b,  4a®+ 270 #0 (2.1)

A graphical representation of an example can be seen in figure 2.4. F, denotes

the finite field which contains ¢ elements. ¢ is a prime power and determines
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the underlying field of the elliptic curve. It can either be a prime field (¢ = p),
called ECP, or a polynomial field (¢ = 2"), called EC2N. Polynomial fields are
faster in hardware implementations, whereas prime fields are more efficient in
software implementations. A finite field elliptic curve is defined by the set of
points P = (z,y) which satisfy equation 2.1. The variables a and b must be
chosen carefully, as some combinations enable cryptanalysts easier attacks.
Addition of two points inside the finite field elliptic curve @) = P+ R is defined

according to a chord-and-tangent rule. Multiplication
Q=zxP (2.2)

is defined as repeated addition of a point P to itself  times. It is sometimes also
referred to as exponentiation, although this is technically not correct. It is the
main operation of elliptic curves. The elliptic curve discrete logarithm problem
is based on the fact, that it is intractable to determine the value x of equation
2.2, if @ and P are given. It might remain unanswerable even if RSA’s discrete
logarithmic problem of factoring large numbers, can be solved efficiently.
Domain parameters of an elliptic curve define the exact curve which is used
for the calculations. It must be known to all entities which want to perform

compatible calculations. The domain parameters consist of the
e field size ¢
e description of the field representation (prime field / polynomial field)
e two field elements a and b which define the elliptic curve equation 2.1
e so-called base point P = (zp,yp) on the elliptic curve
e order n of P
e cofactor h = f(IF;)/n (which is usually 1 for prime fields)

To ensure security, those domain parameters have to be checked for consistency.
Elliptic curve theory is completely different to RSA, but operations in that

field can be mapped to operations comparable to RSA. As a result, ECC can be

used as a replacement to RSA in many cryptographic protocols, although in some

cases the converted protocols may become insecure.

ECDSA The Elliptic Curve Digital Signature Algorithm (ECDSA) is the EC
version of the Digital Signature Algorithm (DSA). It is the most popular stan-
dardized EC-based signature scheme. Signature generation of a message m works

in the following way (domain parameters are assumed to be given):
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’ algorithm ‘ key size | key generation | encryption | decryption

RSA 1020 bit 1224 ms 5 ms 40 ms
XTR 170 bit 73 ms 23 ms 11 ms

Table 2.1: speed comparison of RSA and XTR at similar security levels

1. Select k randomly in the range [1,n — 1]
2. Compute Z = kP

3. Compute r = xz mod n. zz is the x-coordinate of point Z. If r = 0, then

go to step 1.
4. Compute e = H(m)
5. Compute s = k~!(e +wr) mod n. If s = 0, then go to step 1.

w is the private key of the host which generates the signature. r and s are added
to the message, so that the signature can be verified. H is a hashing function
which generates a hash value with the required size.

Signature verification expects the parameters » and s from the generation
algorithm as well as the message m and the originating host’s public key W. The

following steps describe the operation:
1. Compute e = H(m).

L' mod n.

2. Compute w = s~
3. Compute u; = ew mod n and us = rw mod n.

4. Compute Z = u1 P 4+ u2@Q.

5. If Z = oo, then reject signature.

6. Compute v = xz mod n. xz is the x-coordinate of point Z.

7. If v = r, then accept the signature, else reject it.

The signing operation performs one EC multiplication and the signature verifica-

tion operation performs two EC multiplications.

XTR

Another interesting alternative to RSA was presented by Lenstra and Verheul
in 2000 [41]: XTR. It is an abbreviation for ‘Efficient and Compact Subgroup
Trace Representation’. Similar to RSA, XTR is based on the discrete logarithm
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problem, but it uses traces to represent and calculate powers of elements of a
finite field’s subgroup. Lenstra owns several patents for XTR. Advantages of
XTR are the fast generation of a keypair, small key sizes and fast speed. Its
attributes are comparable to ECC. Table 2.1 shows Lenstra’s speed comparison.
There, XTR is 16 times faster for key generation, 4 times slower for encryption
and 4 times faster for decryption compared to RSA. Using XTR or ECC for
asymmetric encryption, key generation, the main performance problem of RSA,
may be resolved. Unfortunately XTR is not yet thoroughly tested, so real world
use may still be risky, as the possibility is higher than in RSA or ECC, that
fundamental flaws in its theory are discovered.

Lauter described the advantages of elliptic curve cryptography for wireless
security in 2004 [36] and presented an overall introduction to the topic. He com-
pared the key sizes of symmetric, RSA and ECC algorithms. An RSA based
cryptographic algorithm with 1024 bit keys is as secure as an EC cryptographic
algorithm with a much lower key size of 163 bit. Symmetric ciphers are in compar-
ison more secure, they only need 80 bit keys. Lauter states, that in this case, the
exponentiation speed of ECC is 5 to 15 times higher than RSA. As exponentiation
is the fundamental operation for ECC, those figures are promising. Those perfor-
mance advantages are the reason, why many companies adopt the ECC technology
at the moment.

Hoffstein et al. proposed another asymmetric algorithm in at Crypto 96 [24].
They described NTRU, a high speed algorithm which creates short keys and has
low memory requirements. Its concept is very different from RSA and ECC and
has some efficiency advantages. But NTRU has a history of attacks: one version
was broken by Coppersmith and Shamir [16] and later other attacks followed. The
inventors of NTRU responded with security improvements. No signature scheme
is available yet, an initial design and a revised version were both broken. This is

why the system has no commercial success and will not be analyzed in this thesis.

2.3 Communication

Many applications emerge nowadays which require not only two-party communi-
cation, but also multiparty communication. There, several devices exchange data

at the same time with each other. Possible network topologies are (see figure 2.5)

e Fully meshed. All devices send information to all other devices inside the

group.

e Star. One device retains connections to all other devices in the group. Data

incoming from devices will be transferred to all remaining devices.
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fully meshed star ring

Figure 2.5: Choice of network topologies for group communication

e Ring. Every device is connected to two neighboring devices. Data coming

from one side will be routed to the other side.

Every topology has its positive and negative aspects, so an appropriate network

type has to be chosen depending on the application.

2.3.1 Cryptographic protocols

A protocol is a set of rules which enables two or more computing devices to
exchange information. It describes when to send and receive certain data.

Cryptographic protocols can have different purposes: Authentication protocols
try to establish the authenticity of the communicating peers. No data is encrypted,
but all parties are ensured after successful execution of the protocol, that their
peers are who they seem to be. Key establishment protocols enable communicating
parties to agree on a common shared key. This key is needed, as encryption of
bulk data is usually performed with fast symmetric algorithms. Bulk data is data
which is transmitted by the application that makes use of the secure protocol, e.g.
audio and video data transmitted by video conferencing software. This data is
encrypted and decrypted by the implementation of a secure protocol and will be
called bulk data in this thesis. Symmetric cryptography takes the same key for
encryption and decryption of data, so all communicating peers need to use the
same key. This process of key establishment is also called key exchange or key
agreement. It must not provide insight to the resulting shared key for adversaries
who listen to the communication. Authenticated key establishment protocols add
to the process of key establishment authentication of all peers. Every party can
be sure, that after successful completion of the protocol only those devices know
the shared key which have been authenticated successfully.

Secure protocols use different types of keys or keypairs:

e long-lived/static keys. They are bound to a host for a certain time, this

may be several years. They are mainly used for authentication purposes and
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Figure 2.6: process of 2-party key exchange and rekeying

consist of an asymmetric keypair. Usually the public key is stored in form

of a certificate.

e short-lived/ephemeral keys. Those keys are generated for each protocol run,
and last for one session or sometimes only for a part of a session. That is
why they are also called session keys. As they are used for bulk encryption of
data, they are changed regularly. This process limits the available ciphertext
for a certain key. If one of the session keys is compromised, only a part of the
transferred data can be decrypted. In group communication, all transferred
bulk data is encrypted with a common group encryption key (GEK) which

is equivalent to the session key in 2-party communication.

It is important to use a common GEK in secure multiparty communication.
In a fully meshed network every host transmits data to every other host inside the
group. If no common GEK was used, transmitting hosts would have to encrypt
data as often as the number of receiving hosts. This is very inefficient, especially
if there is a big amount of data to be sent or the group is large. The usage of a
common GEK solves this problem: transmitted data has to be encrypted only once
and the size of the group does not influence the amount of needed encryptions.

Many secure protocols follow a certain process to establish and maintain secure
symmetrical keys. Figure 2.6 shows, that in the beginning a normal key exchange
is performed. There a key encryption key (KEK) is exchanged. This key is used to
exchange short-lived session keys K, also called GEKs, which encrypt bulk data

for a part of the session. After a certain time both hosts exchange a new session
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key K;4+1. This process is called rekeying.

2.3.2 Key exchange

The most important point for secure protocols is key exchange. Usually applica-
tion data is encrypted with less computationally intensive symmetric algorithms.
Those private key algorithms require that parties which want to exchange en-
crypted data, use the same key for encryption and decryption. The key exchange
solves this problem.

Many key exchange protocols have been proposed, but a large amount of them
have turned out to be flawed. Designing a secure protocol proves to be a compli-
cated problem.

Key exchange can be performed using symmetric or asymmetric algorithms.
Symmetric key exchange protocols are computationally very efficient, but they
rely on a predistributed secret key, such as a password. Asymmetric protocols
do not necessarily rely on predistributed information. Only if authentication is
required, each host that should be authenticated will need to own a long-term
secret key pair.

Authenticated key exchange (AKE) ensures, that nobody except the partici-
pating hosts can learn any information about the key which they agree on. Thereby

we distinguish two different types of authentication:

e Implicit authentication. Host A is not assured that host B knows the shared
key and that the key exchange was successful. A protocol which provides
implicit authentication is also called ‘authenticated key agreement protocol’
(AK)

o FExplicit authentication. Host A is assured that host B knows the shared key.
If a protocol provides both implicit key authentication and key confirmation,
it is called ‘authenticated key agreement with key confirmation protocol’

(AKC) and it performs ‘mutual authentication’.

Security analysis of protocols define two different types of attacks: Adversaries,
which perform an off-line analysis of network data and do not interact with any of
the communicating parties, conduct a passive attack on the protocol. In an active
attack the more powerful adversary can modify, insert and delete messages trans-
ferred over the network. Of course a secure protocol should be able to withstand
both types of attacks, as it is reasonable to assume that an attacker has those
capabilities in a network.

Over time a certain set of desirable security attributes of a secure protocol

have been determined:
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o known key security. The key exchange should always produce a unique secret

key, even if an adversary has knowledge of previously exchanged secret keys.

o (perfect) forward secrecy. If a long-term private key is known to an attacker,
he will not be able to determine secret keys which have been exchanged by

honest parties.

e key-compromise impersonation. If host A’s long-term private key is known to
an adversary C, C can impersonate A now. If key-compromise impersonation

is met by the protocol, C can not impersonate other entities to A.

e unknown key-share. Host A can not be misled to share a key with entity B
without A’s knowledge. It is not possible, that A believes it shares the key
with C and B believes that the same key is shared with A.

e key control. No party should be able to force the session key to some prese-

lected value.

2.3.3 2-party key exchange protocols

The first 2-party key exchange protocols did not provide authentication. They only
solved the problem of secure agreement on a shared secret key without having any
predistributed information like a password on the communicating hosts.

The first key exchange algorithm based on the discrete logarithmic problem
was presented by Diffie and Hellman in 1976 [20]. Their method does not need
the generation of a key pair. It communicates a secure key exchange between two
peers and provides complete security of the final key from eavesdroppers.

If hosts A and B want to agree on a shared key k, the algorithm works in the
following way (presented in the RSA cryptographic system):

1. A and B agree on large primes n and ¢ such that g <n
2. A chooses randomly z and sends X = ¢* mod n to B
3. B chooses randomly y and sends Y = g¥ mod n to A
4. A calculates k =Y?* mod n

5. B calculates k = XY mod n

A and B agree on the shared key & = ¢®¥ mod n. No adversary listening to the
communication is able to determine K, but the protocol does not protect from
man-in-the-middle attacks, as no authentication of a party is performed.

The algorithm was also modified to a version based on elliptic curve cryptogra-
phy by Miller [46] and Koblitz [34]. Another protocol was introduced by Needham

19



and Schroeder [50] who optionally included an authentication server in their key
exchange protocol. The authentication server acts as a trusted third party and
owns a public key pair which is known by all communicating peers. Through the
authentication server each host can be authenticated and the key can be securely
exchanged.

Diffie and Hellman modified their protocol to provide authentication: Instead
of choosing random keys, the hosts use the private static key w included in their
long-term private/public keypair instead of the values z and y for authentication.
Then X = ¢® mod n would be equal to their public key W. This protocol always
results in the same shared key k£ and does not provide perfect forward secrecy.
The same shared key is always used as long as one of the hosts’ long-term keypair
is not changed, so cryptanalysist have more data to break the key. The protocol
is called the static version of the Diffie-Hellman key exchange.

One of the most popular authenticated 2-party key exchange protocols is MQV
by Menezes in 1995 [44]. It is based on the Diffie-Hellman key exchange and
requires all communicating parties to have a unique public key-pair. The authors
assumed, that all hosts know the public key of their communication partner to be
able to verify their authenticity. If they do not know it, they will have to verify
the authenticity of their partner’s certificate which contains the public key. The
authors also presented a version with key confirmation called MQVKC. Law et al.
revised the protocol in 1998 [37] and extended it for ECC. In 2001, Kaliski [31]
discovered that MQV is insecure to an unknown key-share attack and Krawczyk
improved the protocol further in 2005 [35]. Leadbitter and Smart showed in 2003
[38] that the ECC version of MQV can be exploited to gain knowledge of one of
the hosts’ private key. MQVKC has not been shown insecure so far.

Popescu introduced the authenticated key agreement protocols AKAP and a
simpler version called SAKAP for ECC in 2005 [54]. He compared the security and
performance of various elliptic curve protocols including MTI/A0 and MTI/CO by
Matsumoto et al. from 1986 [42] which has been shown vulnerable by Law [37],
one for three parties by Joux from 2000 [28] and one based on the Weil pairing
by Smart from 2002 [61]. Strangio also proposed a new ECC authenticated key
agreement protocol called ECKE-1 in 2005 [65]. His protocol overview includes
additionally the protocols UM from Ankney et al. in 2003 [3], LLK from Lee et
al. in 1998 [39], SK from Song and Kim in 2000 [62] and SSEB from Al-Sultan et

al. in 2003 [1]. A summary of both overviews can be found in table 3.2.

2.3.4 Multiparty key exchange protocols

Multiparty key exchange adds several new challenges compared to the 2-party key

exchange. Mutual authentication requires much more effort in a party with more
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centralized key distribution contributory key agreement

Figure 2.7: different types of multiparty key exchange

than 2 hosts. Dynamic membership, where hosts can join and leave the group
dynamically, adds additional complexity to the protocol.

Multiparty key exchange protocols usually support two types of key agreement:
In initial key agreement (IKA), the session key is established for the first time in
a new group. When the membership changes and a host joins or leaves the group,
auzxiliary key agreement (AKA) is performed. AKA ensures, that former party
members do not know the shared key after they have left (forward secrecy) and
that old shared keys are not retrievable for new party members (backward secrecy).

After every membership change, a new shared key is exchanged.

Centralized key distribution A host inside the group authenticates all mem-
bers of the group, generates all keys and distributes them to the other members.
This central host can either be a trusted third party like a dedicated server, or a
chosen group member. It will be called group manager (GM). This host needs to
share symmetric keys called KEKs with all group members to distribute the GEK.
A 2-party key exchange protocol is needed for that purpose. Figure 2.7 shows the
topology. Many protocols are available with this straightforward approach of
group key management. It is the preferred choice for real-world applications at
the moment. Harney proposed a complete centralized protocol with authentica-
tion including IKA and AKA operations called GKMP in 1997 [23]. His approach
does not trust a single system’s random number generator, so all keys are gen-
erated by the key manager and the group’s first member. Mittra introduced a
protocol framework called IOLUS in 1997 [47]. He splits the group into several
subgroups which are managed independently, so there is no common global GEK.

The protocol relieves a central group manager from communicating with all peers
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inside the group and thus makes it more scalable.

Centralized key distribution has several problems caused by its structure: The
GM is a single point-of-failure. If the GM is not available any more, the whole
group’s communication will be interrupted, as new keys can not be distributed
any more. The GM could also be a performance bottleneck, especially if no dedi-
cated server is used for the task. Embedded devices often lack the computational

resources and network bandwidth to serve several other peers.

Contributory key agreement Contributory key agreement was introduced to
solve the problems of centralized key distribution. Its shared session key, the KEK,
is derived by all group members where each member contributes the same amount
of information and nobody has any advantage over others (see figure 2.7). Thus
no member is able to predetermine the resulting value of the KEK on their own.
This type of key agreement ensures randomness of the established KEK and the
generated random keys are theoretically more secure, as the randomness of all the
group members are combined.

One of the first contributory approaches was introduced by Steiner in 1996
[63]. He extended the 2-party Diffie-Hellman key exchange to the n-party case
without authentication. His protocols GDH.1 and GDH.2 have two stages: In
the upflow stage, user ¢ receives a message, adds his own calculations and resends
it to user ¢ + 1. When user n receives the final message of the first stage, he
also adds his own calculations and sends the result to all other members in the
downflow stage. After that each member can compute the shared secret. Those
protocols are computationally very expensive, as each member has to perform
several asymmetric computations sequentially and the number of rounds is n.
Contributory key exchange protocols which are derived from Diffie-Hellman key
exchange are called Group Diffie-Hellman protocols (GDH). Several extensions
of Steiner’s group Diffie-Hellman protocols have been invented over the years,
including one from Burmester and Desmedt [12]. It consists of only three rounds of
communication, but the authors assume, that the underlying network is capable of
simultaneous packet multicasting. If it was not available, all messages would have
to be sent to every other member manually and this would result in communication
costs linear to the group size.

Kim et al. proposed a tree-based approach called TGDH in 2000 [32]: they
established a Diffie-Hellman shared secret by using a binary key tree (see figure
2.8). Every leaf inside the tree represents one party member and every internal
node corresponds to two children nodes which perform a Diffie-Hellman key ex-
change to establish a key for the subgroup below the node. After the subgroup’s

successful key exchange the resulting key is distributed to the other members of
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Figure 2.8: structure of TGDH by Kim [32]

the subgroup. This approach reduces the amount of communication rounds can be
reduced from n to [logn]. In 2004, Kim et al. improved TGDH and introduced
STR (skinny tree) [33]. There the underlying binary tree is completely unbal-
anced and stretched out. Surveys and comparison of non-authenticated group
key exchange protocols including contributory and centralized key exchange are
presented by Rafaeli and Hutchinson in 2003 [56] and Amir et al. in 2004 [2].

So far none of the presented contributory group key exchange protocols support
authentication of the members, although this is one of the most important aspects
in secure communication. Early suggested authenticated group key agreement
protocols have been shown vulnerable to active attacks [29, 4, 5, 53].

As one of the first, Bresson et al. tried to prove the security of his authenti-
cated group key agreement protocol called AKEL [8]. The protocol is based on
group Diffie-Hellman protocols and requires n rounds to establish the shared key
among n users. He produced a mathematical model which defines an environment
where an adversary can control all peers and can initiate protocol runs between
any peers. The authors issued two following papers which additionally covered
dynamic membership changes within the protocol [9, 10].

Yang and Shieh proposed another contributory protocol with authentication in
2001 [70]. It uses a tree-based structure and runs in log n rounds of communication.
The underlying asymmetric cryptographic scheme for mutual authentication is ID-
based [60]. There, a trusted third party generates a master public key pair and
its public key is known to all hosts. Every party gets an identity string and a
corresponding secret key by the third party in an one-time initial setup phase
(comparable to key signing by a CA). Using the master public key, the identity
string and the secret key, every host can be authenticated.

Joux and Yung exploited pairings of points in elliptic curves which enabled

their protocol to run in a single round only in 2000 [28]. This protocol is only
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suitable for three parties. Bresson et al. proposed a contributory key agreement
protocol with a trusted third party in 2003 [11]. The protocol is designed to run
on low-power mobile devices and the third party performs necessary computa-
tionally expensive operations. Needed asymmetric operations on mobiles can be
precomputed. Nam et al. discovered security flaws in Bresson’s protocol in 2005

and proposed an improved version which fixes the flaws [49].

Key predistribution Blom and Matsumoto et al. introduced key predistri-
bution systems in 1984 [6] and 1988 [43]. In these systems a trusted third party
distributes secure keys as one time setup. Then any subset of peers can establish a
shared secret with efficient symmetric algorithms using those keys. The resulting
shared keys are determined a priori by the distributed secure keys. This system
offers the advantage, that not all participating nodes have to be online at the same
time and thus it is suitable for ad-hoc networks. Ad-hoc networks do not have
a fixed infrastructure, they are self-creating on the spot (usually wireless) and
routing is performed on the nodes themselves. Key predistribution only provides
group authentication in contrast to individual peer/mutual authentication. Chan
[14] eliminated the reliance on the trusted third party and introduced a distributed

key predistribution scheme.

2.3.5 PKI

All presented protocols which provide authentication rely on asymmetrical key-
pairs. This requires a PKI with a trusted third party, called a CA, which guar-
antees the identity of all hosts. This section gives a short overview to solve the
problem of host authentication with as few calculations as possible.

The signature of a host’s certificate has to be checked by the hosts which want
to validate their peer’s identity. Thus at first, certificates have to be exchanged in
the protocols, so that every party knows the public key of the peer it communicates
with. This step is easy to realize. The actual verification of the certificate by
signature verification is a harder problem. This process using ECDSA takes two
multiplications. As multiplications are computationally very expensive, this step
would significantly slow down the key exchange. There are several options to avoid

the additional delay, but we present only a selection:

e All devices cache the certificates which are to be trusted. In a preliminary
step, a TTP, e.g. the CA, transfers all trusted certificates to the hosts
which store them permanently. When a host needs to be authenticated, its
certificate is searched in the internal cache. If a match is found, the host is
authenticated. If no match is in the cache, the host is either rejected or the

certificate is authenticated by verifying the signature.
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e When a host starts communicating with a peer, the peer’s public key is
retrieved from a TTP. As the public key is sent by the TTP, the host assumes
it to be authentic and accepts the peer’s identity. This approach always needs

access to the TTP to establish a successful secure communication link.

The first option with cache requires a large permanent internal memory and con-
tinuous cache updates by the TTP to avoid as many signature verifications as
possible. The latter option requires a TTP to be present at all times. Of course
also a combination of both approaches would be feasible.

Centralized secure group protocols offer an advantage for authentication pur-
poses when trusted keys are cached on the devices. Each member of the group
only has to authenticate the GM and no other member, as they trust the GM.
The GM needs to check the identities of all the group’s host, so the problem of
certificate distribution is limited mainly to the GM. Devices, which will never be
a GM only need to cache the certificates of possible GM hosts.

Especially on mobile phones other authentication methods are also conceivable.
Every device own a unique ID and is identifiable by its phone number. Usage
of different networks, like text messaging, provide computationally cheap means
for identification. This could speed up certificate validation significantly, as no
asymmetric operations have to be performed then.

The final solution of the authentication/certificate validation problem depends

on the architecture of the particular application.
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Chapter 3

Secure group key exchange

The goal of this thesis is to find an efficient and secure multiparty protocol for
use in mobile devices with limited computational capabilities and without using
a trusted third party. At first we will perform an analysis of secure protocols,
both for two and more parties. Then we will analyse asymmetric cryptographic
algorithms, as they play an essential part in key exchange protocols and authenti-
cation. Based on the result of the previous parts, several key exchange protocols

are compared in terms of both security and efficiency on mobile devices.

3.1 Analysis of secure protocols

In chapter 2 we presented an overview of available secure protocols including key
exchange. To be able to filter the most relevant protocols, we introduce a list of

considerations for the choice of an adequate secure protocol.

3.1.1 Considerations

In the ‘Handbook of Applied Cryptography’ from 1996 [45], Menezes et al. ex-
plained several design issues for secure protocols. Those issues are related to the

application in mobile devices now.

Use of trusted servers A protocol can rely on a trusted third party (TTP).
This external party does not actively contribute bulk data to the communication
but helps establishing and managing the secure communication. It can either
be the group manager in a centralized key distribution scheme or can only be
used as authentication server as e.g. in the Needham-Schroeder protocol [50].
Computationally expensive operations could be sourced out to a trusted server
and relieve slower mobile devices.

TTPs pose a serious limitation on the usability of the protocols: TTPs always

need to be online for operation of the secure group protocol. If it is not available,
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no group communication between the devices is possible at all. This work tries to

select a protocol which does not rely on a TTP.

Network topology The most used network topology in group communication
today is the star. One central server retains secure communication links to all
members of the group. If one member wants to send data to the other peers,
the data will be sent to the central server, which sends a copy to all the other
connected members. This method relieves the group members from the burden of
multiple encryptions and multiple message transfers. However, the central server
has to be available as long as there are performed secure group communications.
This is a severe limitation of the environment and is sometimes not possible to
achieve. Mobile devices do not have the capabilities to replace the central trusted
server, so computational and network related costs should be distributed evenly
between all the members.

We will use the fully meshed net as network topology. Every host sends data
to all the other hosts inside the group. No central server is required in this system.
Then hosts have to establish secure communication links to all the other peers and
encrypt data multiple times. By using a group key agreement protocol, all hosts
share a common secret key for data encryption. This reduces the computational

cost to a single encryption for the whole group.

Efficiency A protocol’s efficiency can be measured in several regards:

e number of message exchanges. The amount of messages exchanged between
hosts is an important concern, as the transfer latency can be very noticeable

in wireless networks.

e required bandwidth. Although key sizes of used cryptographic algorithms are
rather small (usually below 1 Kbit) certain key exchange protocols require
substantial bandwidth caused by their structure, when e.g. no multicasting
is available and data has to be sent multiple times to several hosts. Mobile
wireless networks only offer limited bandwidth, and so in some cases the

data transfer can take significant time.

e complexity of computations. Mobile devices offer very limited computa-
tional performance. Key exchange protocols rely on cryptographic algo-
rithms which may have substantial computational costs, so the amount of
computational costs has to be included in the analysis. Some protocols offer
precomputation of complex calculations. This method may be useful for
some mobile devices, but operating systems of mobile phones do not offer

multithreading. During computation the device will stall and be unusable.
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We will not consider any possibilities of precomputation, as we want to find a
protocol which minimizes the total amount of calculations. Precomputation
will only bring the calculations and the device’s stall forward in time. Care-
ful analysis must be conducted, as the development of fast secure protocols
is very difficult and unconsidered efficiency improvements in secure systems
can significantly lower its security and easily create weaknesses. It is very

difficult to ensure security and improve efficiency in the cryptographic area.

The above points have to be well considered in secure group protocols that have
to run in mobile devices. This work tries to find a protocol as efficient as possbile,

but its security must not suffer from this condition.

Resistance against Denial-of-Service attacks Denial-of-Service (DoS) at-
tacks can be performed on hosts which offer the services to clients. There are
two types of attacks: Memory-DoS attacks cause the attacked host to use up all
available memory. Computational-DoS attacks induce the attacked host to per-
form a huge amount of calculations to keep it from performing other services. It
is desirable that a protocol provides countermeasures to these attacks, but other
protection mechanisms like firewalls are also efficient against those attacks. Our

considered protocol does not need to have this attribute.

Protocol network layer Network communication can be structured using the
OSI layer. IP lies in layer 3 and the upper level protocols TCP and UDP can
be found in layer 4. Mobile devices usually provide the TCP/IP and UDP/IP
protocol for communication. Therefore the desired protocol should lie, like SSL,
in layer 6 or layer 7. IPsec’s layer 3 can not be used in mobile devices, as their
operating system do not offer the possibility to implement a protocol in layers 1
to 4.

Member authentication Many key exchange protocols offer security without
authentication of the participating hosts. In those cases, hosts are not assured that
their peers’ claimed identity is true. Protocols encrypting data without authenti-
cating the group’s members leave a major security flaw exploitable by adversaries.
This is why authentication is regarded as a major requirement for secure protocols
in this thesis.

There are several methods for authentication available: One of the simplest and
fastest methods is password-based authentication. It completely relies on symmet-
ric cryptographic algorithms and does not require expensive computations. Hosts
which want to join a communication session have to know a certain password. If

it is known, the other peers assume that the host is authorized to join the session.
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No mutual authentication of each peer is performed in this scheme. It uses group
authentication and trusts every member inside the group that its claimed individ-
ual identity is valid. This security level still provides too many points of attack.
Thus a protocol should offer mutual authentication.

This will be the case if a trusted third party as authentication server is avail-
able. Each host would own a password (comparable to the private key in public-
key cryptographic systems) which is also known by the authentication server. The
hosts transmits his password to the authentication server and the server confirms
the host’s identity to the other peers. That scheme requires a trusted third party
to be online for authentication all the time.

Key predistribution schemes also provide mutual authentication and only rely
on symmetric encryption. A trusted third party initially distributes keys to all
hosts who want to authenticate themselves. The TTP is not required for the au-
thentication process itself. Predistribution schemes produce predetermined result-
ing keys in the key exchange. This fact could make cryptanalysis of the protocol
easier as more encrypted data is provided that uses the same key. Additionally,
several desirable security attributes are violated by this approach. It is suitable
for ad-hoc networks and very slow embedded devices, but not secure enough for
the targeted applications in this work.

Asymmetric cryptography using certificates is one of the most secure authen-
tication methods in use today. Every host owns a certificate and a trusted third
party, called a certification authority (CA), confirms the authenticity of certificates
by signing them in an initial process to set up the public-key infrastructure (PKI).
To confirm the validity of a certificate, a host validates the CA’s signature of the
certificate. If it is valid, the certificate is supposed to be authentic and the host
which knows the corresponding private key is authenticated and trusted. Several
asymmetric cryptographic algorithms are available for this task, e.g. RSA, ECC
or XTR. RSA requires considerable computational effort for keypair generation
and decryption. ECC and XTR, promise to have lower computational costs, but
they are also not guaranteed to perform adequately on low-power mobile devices.
As the level of security with public-key cryptographic methods is very high, this

is the desired method of authentication.

Group management One peer inside the group must manage it in terms of
access control (e.g. who is allowed to enter the group). If a contributory key
agreement protocol is employed, every host will be considered equal. There the
choice can be arbitrary, but the most reasonable selection would be the host which
was the group’s first member and which was contacted by the second member. In

centralized key distribution protocols the central entity, the GM, should perform
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access control, as all the authentication happens there, too. There are several
choices available, but in the end this choice depends on the application which per-
forms the group communication and does not depend on the selected key exchange

protocol.

Maturity of protocol Secure protocols have a certain evolution: When they
are invented and presented, their security can not be proved, as they are usually
based on a logical structure which is very difficult (and sometimes impossible) to
prove to be secure. After the initial proposal, cryptanalysts search for flaws in the
new protocol. When several years passed by and no flaws have been found, it is
generally accepted as secure and can be used in practice. Only techniques with
a certain age should be used in secure applications. If possible, we only consider

protocols with an maturity greater than 5 years.

3.1.2 Assumed conditions

The range of possible applications available is too wide to be able to choose a
single best protocol for them. This work is based on some assumed conditions to
limit the range of possible network topologies and protocols. We tried to select

the conditions in a way, that the analysis still applies to most applications.

o Network topology: fully meshed. All hosts can send bulk data to all of the
other hosts. A single key should be used for encryption and decryption of
bulk data by all hosts. This key is called group encryption key (GEK). That
topology is implicitly assumed by most group key exchange protocols, as all
hosts of the group receive the same GEK. A topology in a star formation
would not benefit from a group key agreement protocol, as only 2-party

communication is used there.

e mature secure protocol. The protocol is mature, cryptanalysis have worked

on it for several years and no security flaw have been found.

e honest players. All participating peers always follow the protocol specifica-
tion and they delete all internal data when terminating. Most of the key
exchange protocols either do not end correctly or do not result in a properly
exchanged shared secret if one of the peers behaves maliciously and does
not follow specifications. Existing protocols like SSL. and IPsec make this

assumption.

e secure random numbers. Random numbers generated on hosts are assumed

to be random enough for secure operations. There is no need to combine
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randomness from several peers to generate random numbers for a sufficient

security level.

e secure underlying cryptographic principles. All used cryptographic algo-
rithms like symmetric and asymmetric cryptographic algorithms are secure,
e.g. the discrete logarithm problem of RSA, ECC and XTR.

o dynamic membership. There is no static group. Members can join and leave

the group dynamically at all times.

e small groups. Only small groups will be regarded in this thesis. One of the
main applications of secure protocols will be conferencing. We assume, that

in this use case at maximum 10 members will communicate with each other.

3.2 Asymmetric cryptographic algorithms

We determined in the last section that asymmetric cryptographic algorithms pro-
vide very good authentication mechanisms in combination with certificates. How-
ever, those algorithms are computationally very expensive and it is not known if
they perform fast enough to run on low-power mobile devices like mobile phones.
ECC and XTR claim to have a big performance advantage over RSA, so it is likely
that they perform quickly enough on the target platform.

In this section the operation of several different asymmetric algorithms are
explained and discussed. After that we will describe the implementation of our

benchmark application for mobile phones.

3.2.1 Overview

Three different asymmetric cryptographic algorithms will be addressed in this
thesis: RSA, ECC and XTR. There are some other algorithms available, but
those are not considered to be mature and security concerns prevent them from
being used.

The main focus will be put on ECC and XTR, as those algorithms are supposed
to perform much faster than RSA. RSA is only included for comparison. Three

different operations will be analyzed for each of the protocols:
e generation of a keypair consisting of a public and a private key
e encryption of data
e decryption of data

Only a small amount of data will be encrypted and decrypted in the benchmark.
The algorithms only can encrypt and decrypt a number between 0 and a high
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value related to the used key size, so all data, that should be encrypted, has to be

converted to a value in this range.

RSA

RSA was invented by Rivest, Shamir and Adleman in 1978 [58]. It was the first
proposed asymmetric algorithm. Many certificates and authentication methods
in use today perform RSA computations. RSA is based on modular integer op-
erations and its underlying infeasible mathematical problem is called the discrete
logarithmic problem.

RSA makes use of a public parameter N which sets its maximum key size
and the security of the system. N defines the modulo value of the system. All
calculations are performed modulo that value. If several key pairs are used in one
RSA calculation, the key pairs will have to rely on the same N.

The following steps show generation of a keypair for RSA without using a prede-
fined N:

1. Select two large primenumbers p # q.
2. Calculate ¢ = (p—1)(¢— 1) and N = pq

3. Choose an integer e in the range |1; ¢] which does not share a factor except

1 and —1 to ¢
4. Compute d such that de =1 mod ¢

Then the public key contains N and e and the private key contains N and d.
Generation of the primes p and ¢ has very high computational costs and takes the
most time of the keypair generation operation.

Encryption in RSA requires only one exponentiation:
c=m° mod N

The cleartext m, represented as a number in the range [0; N, is risen to the power
of the public key exponent e and results in the corresponding ciphertext c.

Decryption is performed similar to encryption:

m=c* mod N

The ciphertext c is risen to the power of the private key exponent d and returns
the cleartext m. Most popular implementations choose a small public exponent e
and a large private exponent d. Then encryption is much faster than decryption,
as encryption uses the small value e for exponentiation and decryption uses the

larger value d.
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ECC

ECC is based on elliptic curves, which are introduced in chapter 2. Domain pa-
rameters define the parameters of an elliptic curve used for the ECC calculations.
Those domain parameters will have to be identical, if ECC keys are to be com-
patible.

Keypair generation is described by the following steps:

1. Select integer w randomly in the range [1,n — 1]
2. Calculate W = wP

n is the order of the used elliptic curve and P is its basepoint. Both values are
defined in the domain parameters. The private key consists of the integer value w
and the domain parameters. The public key includes the point W on the elliptic
curve and the domain parameters.

There are several methods for encryption with ECC. We will use the Elliptic
Curve Integrated Encryption Scheme (ECIES) introduced by Bellare and Rogaway
and which has been standardized in ISO/IEC 15946-3 and ANSI X9.63. It is based
on the ElGamal public-key encryption scheme. The following process realizes

encryption:
1. Select k randomly in the range [1,n — 1]
2. Compute R = kP and Z = hkW. If Z = oo, go to first step
3. Compute (k1, ko) = KDF(zz, R), xz is the z-coordinate of point Z
4. Calculate ¢ = ENC},(m) and t = MACy,(c)

Parameters n, P and h are provided by the domain parameters and W is the
public key of the host which needs to decrypt the data later on. KDF is a key
derivation function based on a hashing algorithm which produces two distinct keys.
ENCY, represents a symmetric encryption cipher taking ki as key for encryption.
MACY, is a message authentication code algorithm and uses ky as its key. The
encrypted plaintext m is located in ¢, and t is the authentication tag, so that the
decrypting host can validate the authenticity and correctness of the calculation.
The algorithm sends R, ¢ and t to the decrypting host.

ECIES decryption is described below:

1. validate R as public key
2. Compute Z = hdR. If Z = oo reject ciphertext.

3. Calculate (k1,ke) = KDF(xz, R), xz is the x-coordinate of the point Z
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4. Compute t' = MACy,(c). If t' # t then reject ciphertext.
5. Compute m = DECy, (c).

The algorithm receives R, ¢ and t from the encrypting host and the domain pa-
rameters are already known. KDF and MAC are identical to the functions used
for encryption and DEC is the corresponding decryption function to ENC. The
algorithm results in the plaintext m if all verifications were successful. Encryp-
tion and decryption do not need to use the MAC for authenticity verification. If
data is encrypted with a different key, the resulting cleartext will be different after
decrypting. The different key on both hosts will prevent further successful com-
munication. We did not test the MACs in the benchmark, as they rely on hashing
and thus do not have a relevant performance impact compared to asymmetric
cryptographic operations.

Multiplications are the most computationally expensive operations in ECC.
Encryption performs two and decryption one multiplication. All other operations
in the ECIES encryption and decryption algorithm require only marginal compu-

tational time.

XTR

XTR is a more efficient version of RSA using traces. Like RSA, it is also based
on the discrete logarithm problem.

The following steps produce a keypair:
1. Select w randomly in the range [1;¢q — 2]
2. Compute W = g% mod p

q is the subgroup order of the trace, p is the modulo value and g is the predefined
basepoint for calculations. All of the three values have to be predefined and used
by all certificates which have to be compatible (similar to the domain parameters
for ECC). The above algorithm results in the keypair with private key w and
public key W.

Lenstra and Verheul described in their paper [41] an XTR-ElGamal encryption
algorithm. It is similar to the ElGamal encryption algorithm and thus also similar

to ECIES. Encryption works as follows:
1. Select k randomly in the range [1,q — 2]
2. Compute r = g mod p

3. Compute z = W® mod p = ¢** mod p
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symmetric algorithms | RSA | ECC | XTR |

80 1024 163 170
128 3072 283 | 512
192 7680 409 | 1280
256 15,360 | 571 | 2560

Table 3.1: key sizes of similar security levels for different cryptographic algorithms

4. Compute k = KDF(z)
5. Compute ¢ = ENC(m)

The parameters ¢, p and g are public. W is the public key of the host which
needs to decrypt the resulting data. KDF is a key derivation function based on
a hash algorithm which generates a key for symmetric encryption in the desired
size. ENC' is a symmetric encryption algorithm which encrypts the plaintext m.
Required values for decryption are r and c.

Decryption of the ciphertext c is performed in the following way:

b

1. Compute z = r mod p(= ¢g** mod p)

2. Compute k = KDF(z)
3. Compute m = DEC(c)

r and ¢ are the output of the encryption algorithm. KDF is the same function as
before and DEC is the corresponding symmetric decryption algorithm to ENC'.
m contains the plaintext.

Like ECC, XTR-ElGamal encryption needs 2 exponentiations for encryption
and 1 exponentiation for decryption. Thus, encryption needs roughly twice as

long as decryption.

Key size comparison

RSA, ECC and XTR use different underlying mathematical concepts to provide
security. This fact results in different key sizes for a similar security level. A
security level is defined as a measure, how much difficulty it causes to break a
cipher with a certain key size.

Table 3.1 compares the key sizes of symmetric, RSA, ECC and XTR algorithms
for different security levels. It is based on data from Lenstra [41] and from Lauter
[36]. RSA based encryption are considered secure with 1024 bit keysizes at the
moment. They are as secure as an EC cryptographic algorithm with a much lower

key size of 163 bit and XTR with a key size of 170 bit. Symmetric ciphers are in
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comparison more secure, they only need 80 bit keys. The higher the key size of
an algorithm, the more calculations are required in its operations. That explains
why XTR and ECC gain performance advantages through the use of lower key
sizes. As mobile devices have very limited computational capabilities, we will not
test higher keysizes than the equivalent of 1024 bit for RSA.

3.2.2 Benchmark

We implemented a benchmark which tests the performance of the asymmetric
cryptographic algorithms RSA, ECC and XTR. We tested the operations key
generation, encryption and decryption with different key sizes.

The benchmark is implemented in Java as a MIDlet so that it can run in various
mobile phones with MIDP support (see section 2.1.2). RSA and ECC were already
implemented in the Bouncy Castle APIs [7]. Those are libraries for Java providing
various cryptographic functions. Parts of their implementation were supposed to
run on desktop computers, so some code had to be adapted to run them on
mobile devices with limited computational capabilities and memory. The ECC
implementation is based on ECP. RSA encryption and decryption operations were
taken from the Bouncy Castle APIs. Although the EC cryptographical system was
included in the APIs, encryption and decryption operations were not supported,
so we implemented the ECIES algorithm in the benchmark. The XTR code was
taken from the Crypto++ cryptographic API [17]. The code was ported from
C++ to Java and the encryption and decryption algorithms were implemented

according to Lenstra’s original proposal for XTR-ElGamal encryption.

3.3 Comparison of key exchange protocols

We defined important attributes in section 3.1 and identified asymmetric crypto-
graphic algorithms as an ideal method to perform authentication in secure commu-
nication. Now we will perform an analysis and comparison of several key agreement
protocols which are based on asymmetric cryptography and provide authentica-
tion.

All of the presented key exchange protocols agree on a key encryption key
(KEK) for several parties. This KEK is not changed as long as no member joins
or leaves the protocol. It helps agreeing on short-lived session keys, which are
called group encryption keys (GEK) in multiparty communication. The GEK
encrypts the application’s bulk data and is known by all members of the commu-
nication group. It is reasonable to perform as much work as possible by faster
symmetric algorithms, as asymmetric cryptographic algorithms are computation-

ally expensive. So the agreement on the KEKs is performed by slow asymmetric
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algorithms and afterwards the repeated agreement on the GEK is performed by
fast symmetric algorithms. So rekeying operations on the GEK do not require
substantial computational resources and can be performed more quickly and more
regular.

In the following part the performance of several group key agreement schemes
are theoretically analyzed. We want to determine the total time needed to per-
form certain operations for the protocols. Thereby we assume, that all hosts are
identical and perform all calculations with the same speed. Algorithms based
on symmetric cryptographic techniques are assumed to take no time for computa-
tion, as only very little data (usually encryption keys) is encrypted. The number of
asymmetric operations (also called exponentiations) is counted for each operation
of the protocol. Previous papers only consider the total number of exponentiations
on each host and for each protocol round (as far as the author knows). Those val-
ues only give a rough estimation on the time needed for the protocol’s execution.
In this work, all calculations performed simultaneously on different machines are
only counted as one calculation, as in that case no additional time is needed for
the whole protocol execution. Time needed for data transfer in wireless networks
can also impact the performance of a key exchange protocol. Thus the amount of
message exchanges will also be calculated. We do not consider the transmission
delay caused by the transfer of larger amounts of data, as usually only small keys
and status messages are transferred. So parallel message transfers and messages
sent to multiple destinations are counted as a single message transfer. Message
transfers which do not have any impact on the time needed for protocol execution
are not counted. We use the term no. for the number of needed sequential ex-
ponentiations and no, for the total number of sequential message transfers which
delay protocol execution.

We want to determine the total time needed to perform the mentioned oper-
ations for each protocol. We assume, that all hosts are identical and perform all
calculations equally fast. Message transfers are also assumed to take a constant
time.

Each protocol provides the following operations:

e initial setup. This operation is executed when a secure communication ses-
sion is to be set up. Hosts U; to U, agree on a common KEK at the same

time.

e member join. A new host U,y joins a communication group. A member
join operation can only be performed, when the group already set up the
secure communication protocol. All protocols considered here offer back-

ward secrecy, so the GEK will be changed after the new member has been
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authenticated and before the new party receives it.

e member leave. A host leaves the group. As the protocols provide forward
secrecy, the GEK will be changed after the host has left the group.

If only static membership had been requested, the operation ‘initial setup’ would
have been sufficient. We only regard protocols supporting dynamic membership.
More complex cases like ‘group merge’ or ‘group split’, where several members
join or leave the group at the same time, are not regarded, as the type of target
applications does not require them. They can be easily realized by ‘member join’
and ‘member leave’ operations.

All key exchange protocols are analyzed using ECC as underlying crypto-
graphic system.

3.3.1 Contributory key agreement

It is very difficult to construct a secure contributory key agreement protocol for
groups. Many earlier suggestions such as the A-GDH.2 protocol suite from Ate-
niese [5] have been proven to be insecure.

The original protocols only agree on a KEK. We included GEK generation and
distribution by a randomly chosen member to reflect a more practical operation of
the protocol. This section presents two contributory protocols: AKE1 and TGDH.

AKEL1 uses a ring-based structure and TGDH is based on a tree-like structure.

AKE1

AKE1 was introduced by Bresson in 2001 [8] and was further enhanced in his
papers from 2001 [9] and 2003 [11]. It is one of the few contributory group key
agreement protocols which are still considered secure. The protocol is based on
the group Diffie-Hellman key exchange. It is less than 5 years of age, but because
of lack of alternatives we still included this protocol in the analysis.

The hosts are arranged in a ring. All exchanged messages are signed using
the hosts’ long-term certificate and contain identifying strings. The signatures
are verified by the receiving hosts. It is assumed, that the protocol makes use of
ECDSA. ECDSA performs one EC multiplication for the signing operation and
two multiplications to verify a signature.

Bresson proved, that AKE1 offers the security attribute perfect forward se-

crecy. He did not elaborate on other attributes.

Initial setup The initial setup is performed in two stages: up-flow and down-

flow. In the first stage, x1 is chosen randomly in a range depending on the keysize
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of the underlying asymmetric cryptographic algorithm. Then host U; generates
the values Z and Y.

This step requires one exponentiation plus one exponentiation for the signing
operation of the message. U; sends Z and Y to the next host. Every host U;

receives the values

Host U; verifies the received message’s signature and then calculates the values

7 = Z% :gnte[l;i]“
1
Y = U 7' om
me|[1;i]
which require ¢ exponentiations plus 3 exponentiations for signature verification
and generation. Values Z’' and Y’ are sent to U;11. The last host U, inside the
ring performs the same calculations as the hosts before. The down-flow stage
begins when U, sends Y’ to all hosts U;,i € [1;n[. U, has to conduct n — 1
exponentiations plus 3 exponentiations for signature verification and generation.

Every host i receives the value

Yi — gHtE[l;n]\i Tt

and receives part of the shared secret key sk = ¢*1*» (KEK) by calculating
sk = Y;". This requires one more exponentiation plus two exponentiations for
signature verification on each of the hosts.

All exponential asymmetrical operations in the up-flow stage of AKE1 have to
be performed sequentially. The last three exponentiations in the down-flow stage
can be conducted in parallel. The total number of sequential exponentiations is
shown below. Exponentiations caused by signature generation and verification are

marked with a star.

noe = 1+1"+(24+3)+B+3)+...+((n—1)+3)+n—-1+3"
——
up-flow hosts 1...n —1 up-flow host n
—1
+ 14 2° _nn=b Ly,
SN—— 2

down-flow hosts 1...n
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Every host sends one message to another host during the initial setup phase. The
GEK is generated on a host and transferred to the other members in the end, which
requires one additional message transfer. Thus the total amount of messages sent
are:

no.=n-+1

Member join When a new host U, joins, host U, selects a new random value

x,, and calculates by using the cached values of the previous protocol operation

Y = Y and
me[1;n]
7' = sk% , so that
1
Y = U Z'om
me[1;n]

and sends Z' and Y’ to U,y1. This step requires n exponential operations plus
one for signature generation. Host U,y performs the same operations as U, in
the last part of the initial setup’s up-flow stage. After that the down-flow stage
and GEK distribution follows, which is identical to the initial setup. Thus the
total number of sequential exponentiations no. and the total number of messages

sent no. are

noe, = n+1* + n+ 3* + 1+ 2%
—— —— ——
recalculations of U,,  up-flow stage Up+1  down-flow stage with n + 1 hosts
= 2n+7
no. = 3

Member leave U, leaves the group. The host U; with the highest remaining
index 4, in the current case n— 1, chooses a new random value z/, _; and calculates

2!
n—1

Y = |J vee

me[l;n—2]

using the saved values of the up-flow stage of the last initial setup. Then the
down-flow stage of the initial setup and distribution for the GEK is repeated for
n — 1 hosts. The total number of sequential exponentiations no. and the total

number of sequentially transferred messages no. are

no, = n—2+1* + 1+2*
—_———— ——
recalculations of U, _1 sk calculations of n — 1 hosts
= n+2
no. = 2
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(12) G -

Figure 3.1: sample key structure of TGDH

TGDH

TGDH is a contributory key exchange protocol which is designed to be scalable for
larger groups. It was proposed by Kim et al. in 2000 [32]. Its primary structure
is based on a fully balanced binary tree. The original protocol does not provide
authentication. It is included in the analysis because of its special structure which
scales much better than the other contributory protocol AKE1. As only protocols
with authentication are considered in this thesis, authentication will be artificially
added to the protocol: Every message exchanged between hosts will be signed by
the sender and the signature will be verified by the receiving host. The signature
keypairs are chosen beforehand and their public parts are known by all hosts.
This is only a theoretical measure to be able to compare the protocol with other
authenticating schemes. It is not assumed, that the protocol is secure against
malicious attacks.

Figure 3.1 shows an example of TGDH’s key tree when 4 hosts negotiate
one common key. Each member owns a secret key K and a blinded/public key
BK = ¢¥. The members are located in the sample tree in nodes < 2,0 > to
< 2,3 >. The blinded keys are transferred to all hosts which need them for
calculations. All white nodes in the tree represent a keypair which is negotiated
between the hosts and the secret key of the root node < 0,0 > is the common
key which is known by all hosts. It is the result of the negotiation. Every host
knows all keypairs of the nodes following the path to the root, e.g. host Uy knows
its own keypair < 2,1 > and the negotiated keypairs < 1,0 > and < 0,0 >. This

tree structure enables computationally efficient key agreement in larger groups.

Initial setup The KEK is computed from the bottom up: At first, the hosts
calculate their pair-wise shared keys in the second level from the bottom (level 1
in figure 3.1). Then the keys of the level above are computed by 4 hosts, and so
on, until the root-level with the KEK < 0,0 > is reached.
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step  host 1 host 2 host 3 host 4

1 choose K2 o choose K2 1 choose K2 2 choose K2 3
BKs o = aff2,0 BKsy = aff2.1 BKj o = alf2.2 BKa 3 = aff2,8
BK2 o BK3 2
2 R N R N
BKs 1 BKs 3
C—e = C— =
K: K: K: K:
3 Ki0=BK, ;" Ki0=BK, ;" Ki1=BK,3? K11 =BK,3*
BKi,0 = 10 BKi, = af10 BKi1 = ol BKi1 = af1n
4 BKj 0 BKi,0
BKi1,1 BK1,1
K K K K
5 Koo = BK; ;" Koo = BK; ;"° Ko, = BK; 3" Ko,0 = BK ;"'

Figure 3.2: Initial setup of the TGDH protocol for 4 users

Figure 3.2 shows an example for 4 hosts computing the common GEK. It
does not include the artificially added signature generation and verification. The

following steps are performed:

1. All hosts U; choose their secret keys Ks; and calculate the blinded keys
BKs ;.

2. Hosts Uy and U, and hosts Us and Uy exchange their blinded keys.

3. Level 1 keys K1 and K71 are calculated by the hosts using the keys which
were received from their partner host in the last step. The blinded keys
BKi and BK are also calculated.

4. Host Uz sends the blinded key to all hosts of the group of key Ki; as a
random representative of the group for key Kjg. Host Us performs the
same step with key BK ; and transfers it to hosts Uy and Us.

5. All hosts calculate the secret key Ky, which is the resulting KEK.

Like before, the performance estimation does not count parallel computations,
only sequential ones. Parallel computations on different devices do not take addi-
tional time in the protocol flow. The signature algorithm used for the calculations
is ECDSA. Signature generation needs one asymmetrical operation and verifica-
tion takes two operations.

Calculations in the lowest level of the tree require one asymmetric operation
(see step 1 in figure 3.2) and the signature generation also needs one operation.
The highest level of the tree requires one exponentiation (see step 5) and two

signature related exponentiations for verification. All levels in between require
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two exponentiations for the key calculations (see step 3) and three exponentiations
for signature verification and generation. Thus the total number of sequential

exponentiations is

= 1+1° 1 —2)(2+ 3* 1+ 2% =5]1 -5
10, 1+17 +([loggn] —2)(2+3")+ 1 + [logy n]
bottom level intermediate levels top level

Numbers marked with a star represent the signature related operations. [logyn]
is the height of the tree.

For each layer except the lowest one, one message has to be transferred (not
counting several simultaneous message transfers). The final distribution of the
GEK using symmetrical encryption uses one more message transfer. Thus the

number of transferred messages is

no. = [logyn|

Member join When a new member joins the group, it is inserted at a place
which does not increase the overall tree height, if possible. The tree needs to
stay balanced to obtain optimum performance. All keys from the root to the new
member need to be recalculated. This results in the same amount of sequential
exponentiations as for the initial setup of the protocol, although the total number
of parallel exponentiations is less, as some keys need not to be recalculated. The
number of sequential message transfers is also identical to the initial setup. Thus,

no. and no, result in the following equation for n + 1 hosts:

no. = 5[logy(n+1)] =5
no. = [loga(n+1)] —1

Member leave The same reasoning like for member joins applies to member
leave operations, too. After a member left the tree, its nearest neighbor generates
a new secret key and initiates a recalculation of all key nodes up to the root. The

number of sequential exponentiations and message transfers is then

noe = 5[logy(n—1)] =5
no. = [logg(n—1)] -1

3.3.2 Centralized key distribution

Centralized key distribution relies on one host, which communicates with all other
group members, in contrast to contributory key agreement. The central host is
called group manager (GM). It can either be one of the group members or a trusted

third party. It is the preferred method to perform group key distribution at the
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1. step: 2-party key exchange 2. step: distribution of common GEK

Figure 3.3: Process of key distribution with a group manager

moment. The group members do not perform any key agreement with each other,
but only with the central GM. Figure 3.3 shows the process of centralized group

key distribution. It involves two steps:

1. The GM performs 2-party authenticated key exchange with all members in
the group. As a result, the GM and each of the members share a common
key respectively. Those keys are called key encryption keys (KEK), as all
further key distribution is performed using symmetric encryption with the
KEKs.

2. The GM chooses randomly a common GEK and distributes it to all other

members.

The most computationally expensive operations lie in the first step: we require
adequate authentication for our protocol, so the 2-party key exchange has to be

performed using asymmetric cryptography.

Comparison of 2-party key exchange protocols

The key exchange protocol used in the initial exchange of the KEKs between GM
and the other hosts needs to be as efficient as possible. We will present an overview
of various authenticated 2-party key exchange protocols.

Strangio and Popescu [65, 54] performed an analysis of current key 2-party
authenticated key exchange protocols that use ECC. Their results are shown in
table 3.2. It shows the year when each protocol was proposed by its author and
the computational complexity regarding asymmetric operations. Values in brack-
ets show necessary online computations when precomputation has already been

performed. The table also shows all possible attacks for each protocol which have
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’ protocol ‘ year ‘ complezity ‘ attacks
AKAP | 2005 3 none
ECDH | 1986 2 MITM
ECKE-1 | 2005 3(2) none

Joux 2000 2 UKS
LLK 1998 2 (1) none
MQVKC | 1995 2.5 none
MQV 1995 | 2.5 (1.5) | UKS, IKC
MTI/AO | 1986 | 3 (2) | UKS, IKC
MTI/CO | 1986 2 SSA
SAKAP | 2005 1 none
SK 2000 3(2) IKC
Smart | 2002 4 FSA
SSEB 2003 3(2) IKC
UM 2003 3(2) KCI
MITM: man-in-the-middle-attack
UKS: unknown key-share attack
. IKC: imperfect key control
Abbreviations: SSA: small subgroblllp attack
FSA: forward secrecy attack
KCI: key-compromise impersonation

Table 3.2: Comparison of various ECC 2-party key exchange protocols
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step host A host B

1. choose random 74 choose random rg
Qa=raP Qs =rP
Qa
2. _—
3. RB = hT’BWA
Qp = Re +rew, 'Qa

4 QB
5. Ta=Qa+ (wa(wa +74)" Q5 Te =Qa+ Rp

sk = KDF(T4.x) sk = KDF(Tg.x)

Figure 3.4: The LLK protocol

been discovered. A small subgroup attack enables the cryptanalyst to reduce the
search space for one of the private keys significantly if he has partial informa-
tion about the key. ECDH is the Diffie-Hellman protocol for ECC without any
authentication, so it is vulnerable to the man-in-the-middle attack. Aside from
Popescu’s and Strangio’s newly proposed protocols AKAP, SAKAP and ECKE-1
only MQVKC and LLK has no known attacks. Almost all of the protocols require
2-3 asymmetrical operations per run. Popescu’s and Strangio’s new protocols will
not be covered in the analysis as their age is less than a year.

LLK requires 2 operations and using precomputation, only 1 operation for the
key exchange per host. It seems to be secure, as it was proposed in 1998 and no
attacks are known yet. The protocol looks promising, so we will present a short

overview of it in the next section.

LLK

Overview The LLK key agreement protocol was introduced by Lee et al. in 1998
[39]. The security attributes are supposed to be known-key security, forward se-
crecy, key-compromise impersonation resilience and unknown key-share resilience.
An introduction to the security attributes can be found in section 2.3.2. The pro-
tocol provides implicit authentication. The version which is presented here relies
on ECC and requires common domain parameters of a negotiated curve which are
used on all hosts.

The protocol requires the hosts to own a certificate with public key W and
corresponding private key w for authentication. The certificate is known to the
peer, too. If it is not known, it can be transferred in an additional step. We will
not consider this step in the analysis. h is the cofactor and P is the basepoint of
the chosen domain parameters. The following steps are executed (see also figure
3.4):

1. Both hosts choose a random number r4 and rg and calculate Q4 and Qp.

This step could be precomputed, as it does not rely on a specific peer. It
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Figure 3.5: Analysis of LLK in an initial multiparty key exchange

requires one sequential multiplication in the elliptic curve.
2. Host A sends @ 4 to host B.
3. Host B calculates () which needs one asymmetric operation.
4. Host B sends Qg to host A.

5. Both hosts calculate the final shared key. Calculation of T4 and Tp is
performed using one ECC multiplication on host A. KDF is a key derivation
function based on a hash function which returns a shared key sk with an

appropriate key size.
T4 and Tp are derived by the formula
Ty=Tp = (rAwB + TBwA)P

The protocol results in the shared KEK sk which can be used in further commu-
nication using symmetrical encryption.

Now LLK will be analyzed in the multiparty setting. The first host in the group
is supposed to be the group manager and performs the key exchange with all other

members. New members contact the GM to start the member join operation.
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Initial setup Figure 3.5 shows an example of the key exchange for 2, 3, and 4
members in a group. Each vertical line marked with a ‘1’ represents one multipli-
cation in the elliptic curve. Arrows represent the transfer of a message.

In the 2 member setting, both hosts perform initial calculations at first. Then
host A sends a message to host B. B conducts calculations on the message’s val-
ues. After that the results are sent back to host A, which also performs one
multiplication in the elliptic curve. Host A sends the GEK to host B using sym-
metric encryption in the last step. In total, no, = 3 multiplications are computed
sequentially and no, = 3 rounds of messages are sent.

The key exchange with 3 members enables more parallel calculations and re-
duces the idle time of the group manager. It is obvious, that the GM is the most
busy host in the group, as it has to perform most calculations. The total number
of sequential multiplications is no, = 4 and the number of message transfers is
no. = 3.

The GM has no idle time any more in groups consisting of n > 4 members.
This is based on the assumption, that 2 message transfers take less time than
one multiplication in the elliptic curve on the GM. In this case, the total num-
ber of sequential multiplications is no. = 2(n — 1) = 2n — 2 and only the last
round of distributing the GEK is affected by message transfers, so no. = 1. As a

generalization, the idle time of the GM ¢; is determined by the following equation:
t; = 2te + (3 — n)te, if t; <0, thent; :=0

t. is the time needed for transferring one message from one host to the other, ¢,
is the calculation time of one exponentiation and n is the number of members
in the group (including GM). It is not possible to calculate the exact number of
asymmetric operations and message transfers without knowing ¢, and t.. So we
calculate the execution time including those values. If ¢; is negative, GM has no

idle time. The total time of initial setup is then
t =t; + tenoe + tenoe = t; +te(2n — 2) + t.

no, only includes GEK distribution, so no., = 1 at all times. t; includes additional

delays caused by message transfers.

Member join New members are usually included in the group’s encryptions
scheme by performing one 2-party key exchange and sending a new GEK to all

members. Thus the total number of sequential multiplications and messages is

no. = 3

no. = 3



Member leave When a member leaves the group, the GEK has to be updated.
This is done with a single message from the GM to all other group members. No

multiplications in the elliptic curve have to be performed:

no. = 0

no. = 1

Extension to slower 2-party key exchange protocols Many 2-party key
exchange protocols like MTI/AQ [42] or UM [3] need 3 asymmetrical operations
per host. We modified the formulas used to calculate the performance with LLK, so
that after the first received message on either host two instead of one asymmetrical
operations are needed (compare to step 3 and 5 in figure 3.4). Then the number

of asymmetrical operations no. and idle time t; changes to

noe = 3(n—1)=3n-3
ti = 2t +2(3—n)te

for initial setup. Member join operations result in the number of exponentiations

noe and number of message transfers no.

no. = 4

no. = 3
Member leave operations are identical to the performance of LLK.

3.3.3 Benchmark

We implemented a key exchange benchmark for mobile phones. It makes use of
centralized key distribution using the LLK key exchange protocol. Asymmetric
calculations are based on ECC with a keysize of 160bit (roughly equivalent to
1024 bit for RSA). The benchmark tests the initial setup operation and simulates
member joins and leaves. The key exchange process was measured on one series
60 mobile phone as GM and two series 40 mobile phones as group members. All
devices were connected to a GPRS network of the same provider. We used an
implementation from the Bouncy Castle API for AES to encrypt and decrypt the
GEK for distribution. The key size for AES was 256 bits.
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Chapter 4

Results and Discussion

Secure group communication protocols and asymmetric cryptographic algorithms
for authentication were analyzed in the last chapter. Now the results of the analysis
will be discussed and the benchmarks will be interpreted and compared with each
other. As asymmetric cryptographic algorithms play an essential part in secure
protocols with authentication, they will be discussed in the first section. After that
the key exchange protocols are compared with each other based on the results of

the benchmark for asymmetric cryptographic algorithms.

4.1 Asymmetric cryptographic algorithms

The asymmetric cryptographic algorithms RSA, ECC and XTR were benchmarked
on mobile phones to determine their feasibility in this limited environment. A
series 40 Nokia 6320 and a series 60 Nokia 6630 mobile phone were used for this
test. One MIDlet containing the benchmarking program was created and executed
on both devices, so that the tests were performed identically. To obtain real world
figures, the phones were connected to a phone network, but no other application
was being executed at the same time.

Different key sizes were tested for each asymmetric algorithm to get an overview
how the performance changes in relation to the key size. The following sizes were

used for each algorithm:

e RSA: 1024 bit, 768 bit, 512 bit
e ECC: 192 bit, 160 bit, 128 bit, 112 bit

e XTR: 204 bit, 170 bit, 136 bit, 120 bit
RSA with key size 1024 bit, ECC with 160 bit and XTR with 170 bit roughly pro-

vide equal security levels which are considered secure at the moment. Each test
was executed 6 times. The average values for key generation, encryption and de-

cryption are shown in figures 4.1, 4.2 and 4.3 for the series 40 mobile phone and in
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Figure 4.1: Key generation benchmark results in series 40 mobile phones'

figures 4.4, 4.5 and 4.6 for the series 60 mobile phone. Key generation, encryption
and decryption time is displayed for each of the cryptographic algorithms.

RSA uses much higher keysizes than ECC and XTR, so its graph does not
relate to the x-axis in the figures. The values for the tested keysizes are shown
near the measured times of RSA. Calculation times in the RSA system sometimes
showed large variances. Errorbars indicate the maximum and minimum values of
the testset.

The test results are summarized in the following sections. We will only discuss
the keysizes 1024 bit for RSA, 160 bit for ECC and 170 bit for XTR, as smaller
keysizes are considered insecure nowadays and larger keysizes require more com-

putational overhead, which is not readily available on our target platform.

4.1.1 RSA

RSA key generation with a keysize of 1024 bit takes between 3.3 and 28.3 minutes
on the series 40 mobile phone and 38.9 to 166.1 seconds on the series 60 device.
The large variance of this operation is caused by the trial-and-error mechanism
that tries to find an appropriate RSA key pair by random selection of numbers
and test for validity afterwards.

Encryption with 1024 bit keys takes 0.135 seconds in a series 40 device and

'ECC and XTR graphs relate to x-axis, RSA does not relate to it. The corresponding key
size is specified at each point of the RSA curve.
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Figure 4.2: Encryption benchmark results in series 40 mobile phones
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Figure 4.3: Decryption benchmark results in series 40 mobile phones
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Figure 4.6: Decryption benchmark results in series 60 mobile phones

0.02 to 0.1 seconds in a series 60 mobile phone. Decryption was performed in
2.5 to 23 seconds on a series 40 mobile and in 3 seconds on a series 60 phone.
Private and public key sizes are unbalanced in the used implementation of RSA.
The public key is much smaller than the private key, so operations involving the
public key (like encryption) take much less time than private key operations (like
decryption). Decryption times on the series 60 mobile phone are very small. The
Java functions used for measuring the elapsed time do not output reliable results

in that time range, so the value 0 was sometimes returned.

4.1.2 ECC

ECC operations show more constant results: keypairs with 160 bit are generated
in 14.2 seconds on a series 40 mobile phone and in 3.0 seconds on a series 60 device.
One random number is chosen, and one multiplication in the EC is calculated in
the key generation process. No trial-and-error algorithm is used like in RSA.
Encryption and decryption is performed in 30.0 seconds and 14.9 seconds re-
spectively on a series 40 device and in 5.6 seconds and 2.8 seconds on a series 60
device. Time for ECC encryption seems to be twice the time for key generation
and decryption. This is consistent with the theory: one EC multiplication is per-
formed for key generation, two for encryption and one for decryption. Thus the
dominant operation is the EC multiplication which takes in average 14.2 seconds

on a series 40 device and 2.9 seconds on a series 60 mobile phone.
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Figure 4.7: Performance comparison of RSA, ECC and XTR on series 40 and 60
mobile phones

4.1.3 XTR

Key generation of XTR keypairs with sizes of 170 bit take 10 seconds on a series
40 device and 1.5 seconds on a series 60 mobile phone. Encryption and decryp-
tion operations finish after 18.8 seconds and 9.4 seconds respectively on a series
40 mobile phone and after 2.7 seconds and 1.4 seconds respectively on a series
60 device. Exponentiations are the most computationally expensive operations
in XTR, similar to the multiplications in ECC. Key generation performs one ex-
ponentiation, encryption two exponentiations and decryption one exponentiation.
The calculation for one exponentiation with a keysize of 170 bit takes in average

9.6 seconds on a series 40 mobile phone and 1.4 seconds on a series 60 device.

4.1.4 Discussion

Key generation in the RSA cryptographic system takes too long on mobile devices
for practical use. As displayed in figure 4.7 (a), even on series 60 mobile phones
the process takes in average 100 seconds, and this value does not regard the large
time variance of the calculations. Although key generation has to be performed
only once, the device would not be accessible at all during that time. The RSA
system’s advantage is the usage of unbalanced key pairs. The time needed for
encryptions using the public key is not noticeable on the devices, as can be seen
in figure 4.7 (b).

The performance of ECC operations is a bit better compared to RSA decryp-
tion. This result is dissappointing, as ECC is highly recommended in literature
because of its vast performance advantages. For example Lauter stated in his
paper [36] that ECC is 5 to 15 times faster than RSA. A reason for the bad per-
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Figure 4.8: Speed of a series 60 mobile phone compared to a series 40 device

formance could be the implementation of the Bouncy Castle Cryptographic API,
which might be inefficient. Key generation both by ECC and XTR take much
less time than RSA, as only a random number has to be selected followed by one
asymmetrical operation in the corresponding cryptographic system. Generating
keys in those systems is feasible for practical applications.

XTR operations show slight performance advantages over ECC. The perfor-
mance benchmark results suggest to use XTR, but as it was only introduced five
years ago, minimal scientific effort has been invested into the algorithm. So the
cyptographic algorithm is not trusted yet and is not in widespread use.

Both ECC and XTR are not freely available, there are patents protecting the
technology. This hinders scientific research for those protocols, especially for XTR:
There are few key exchange protocols available for this cryptographic system: The
only ones were proposed by Lenstra in his paper [41]. His suggestions do not
include a secure authenticated key exchange protocol, so XTR is not well suited
for key exchange operations.

Overall, the use of ECC can be recommended for asymmetrical cryptographic
operations. It is much faster in key generation than the current state-of-the-
art cryptographic algorithm RSA and also shows performance improvements in
decryption. Besides, already much scientific work has been spent on ECC and it
is well recognized in the scientific community.

Although mobile devices still lack the speed to compute asymmetric opera-

tions without noticeable delays, technological advancements promise much higher
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Figure 4.9: Comparison of initial setup for 5 members between series 40 and 60
mobile phones

speeds. A relative performance comparison between series 40 and 60 mobile phones
can be seen in figure 4.8. In theory, a series 60 mobile phone has 6 times the speed
of a series 40 device, as the clock speed of a series 60 mobile phone is 6 times
higher. Of course this is only a very theoretical measure, as the overall computa-
tional speed is determined by all components used for processing and not just by
the CPU clock rate. The RSA decryption operation with a key size of 1024 bits
performs 7.5 times faster, ECC operations with a key size of 160 bit perform 5.1
times faster and XTR operations with 170 bit key sizes perform 7.4 times faster
than on series 40 mobile phones. The different calculations involved in each of
the asymmetrical cryptographic systems pose different burdens on selected com-
ponents of the processing hardware, so there is a variance in the resulting speed

results.

4.2 Comparison of key exchange protocols

The performance of asymmetrical cryptographic algorithms was analyzed in the
last section and we recommended the usage of ECC. This section will combine
the results of the theoretical analysis of secure group protocols in section 3.3 with
the analysis of asymmetrical algorithms and will determine which protocol is most
suitable for low-power mobile devices. Again, we will analyze the three different
protocol operations initial setup, member join and member leave. For a detailed

explanation, see section 3.3.
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Figure 4.10: Performance of protocol AKE1 for initial setup

To illustrate the theoretical results, we assume that one asymmetrical opera-
tion takes 2.9 seconds. This is the value we obtained for ECC with 160 bit keys
on a series 60 mobile in the test of asymmetrical algorithms. A series 40 device
needs 14.7 seconds for one asymmetrical operation. Figure 4.9 compares the per-
formance of a set of series 40 mobile phones and a set of series 60 mobile phones in
a group of 5 devices. The fastest initial setup that can be performed by the series
40 devices takes 2 minutes, which is too much for practical applications. Series 60
mobile phones only perform the initial setup in only 25 seconds. So we will only
regard series 60 devices in the remaining part of the analysis.

Network lag is assumed to be 2 seconds, as this is average in GSM data net-
works. The protocols only exchange very few information during the key exchange,
so the available network bandwidth does not delay the message transfer. The value
may differ for the used wireless protocol, but we assume it to be constant to sim-
plify calculations.

At first we will discuss the performance of the contributory protocols AKE1
and TGDH, after that we will analyze centralized protocols where a GM manages

key distribution.

4.2.1 Contributory key agreement

AKET1 needs O(n?) asymmetrical operations and O(n) rounds of message transfers

for initial setup. Figure 4.10 shows the results of the analysis: The time used
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Figure 4.11: Performance of protocol AKE1 for member join
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Figure 4.12: Performance of protocol AKE1 for member leave
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Figure 4.13: Performance of protocol TGDH for initial setup, member join and
leave

for computation dominates the protocol’s execution time. For a group size of
5 people 87 seconds for computations and 12 seconds for message transfers are
spent. The initial setup takes 99 seconds in total. A member join only needs O(n)
asymmetrical operations and 2 rounds of messages. Figure 4.11 shows the times
needed, when a host joins a group of n members. A join operation with 5 devices
in the original group takes 55.3 seconds in total, thereof 49.3 seconds are spent on
calculations and 6 seconds are needed to transfer the messages. Member leaves
take half the time for calculations compared to join operations and also 2 rounds
of messages are transferred. Figure 4.12 shows the times needed when one host
leaves a group consisting of n devices. In a group of 5 devices this would result in
20.3 seconds for calculations, 4 seconds for message transfers and 24.3 seconds in
total.

The modified TGDH protocol needs O(logyn) asymmetrical operations and
O(logy n) rounds of message transfers because of its tree-based structure. The
logarithmical cost enables TGDH to be very efficient in larger groups. All opera-
tions in TGDH take the same time, as always all levels of its key tree have to be
updated. There are not all devices involved in the calculations, but nevertheless
the same amount of sequential message transfers and calculations is used. Figure
4.13 shows the time needed for an initial setup with 5 members, a member join

with an original group of 4 members and a leave operation with an original group
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Figure 4.14: Performance of centralized multiparty protocol using LLK for initial
setup

size of 6 devices. The figure shows clearly when the tree height increases, as more
keys have to be computed then. The exact values for initial setup in a group with
5 devices are 29 seconds for calculations, 6 seconds for message transfers and so 35
seconds in total. A member join results in identical values, as the tree height does
not change. A leave operation in a group of 5 members reduces the tree height by
1, so the times needed are 14.5 seconds for asymmetrical operations, 4 seconds for
message transfers which sums up to 18.5 seconds for the whole protocol operation.

TGDH exchanges many message simultaneously.

4.2.2 Centralized key agreement

The centralized group key distribution protocol which makes use of LLK uses O(n)
asymmetrical operations and O(1) rounds of message transfers. This is expected,
as the GM performs a 2-party key agreement with all the other members and
each key agreement takes a constant time. Figure 4.14 shows the times for initial
group setup. Idle time of the GM is included in the graph for communication
delay. Communication delay starts at 9 seconds and decreases to 2 seconds with a
group size of 5. After that it remains constant and is only caused by the protocol’s
final stage, the GEK distribution. As expected, the delay caused by asymmetrical
operations is linear to the group size. The initial setup in a group with 5 hosts

takes 25.2 seconds in total, whereof 23.2 seconds are needed by calculations and 2
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Figure 4.15: Performance of centralized multiparty protocol using a 2-party key
exchange protocol similar to MTI/A0

seconds for message transfers. Member joins involve a 2-party key exchange with
a following GEK distribution to all devices. Neither calculations nor message
transfers are dependent on the group size, so a join operation always takes 8.7
seconds for asymmetrical operations and 6 seconds for message transfers. The
whole operation takes 14.7 seconds in total. Member leave operations involve a
single redistribution of the GEK, so no notable calculations are involved but a
single message transfer which takes 2 seconds.

Figure 4.15 shows the results for 2-party key exchange protocols which need
3 exponentiations like MTI/AO for setup: In a group consisting of 5 members
calculation takes 34.8 seconds and message transfers 2 seconds which sums up to
36.8 seconds in total for the initial group setup. Join operations take 5 sequential
asymmetric operations and thus perform in 14.5 seconds. Message transfers take 6
seconds, which is identical to LLK. In total, a member is joined after 20.5 seconds.
Leave operations again only consist of a GEK distribution and thus the times do
not differ from LLK: no calculations are needed and only one message transfer

which takes 2 seconds.

4.2.3 Comparison

The goal of this work is to find a secure multiparty protocol for applications

like video conferencing which run efficiently on mobile devices. Therefore we do
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Figure 4.16: Performance comparison of multiparty protocols with 5 group mem-
bers

not expect more than ten members communicating with each other. A typical
situation would be 5 members or less in a group. Using this assumption, we will
compare the analyzed protocols with each other and decide which one are most
suitable to our requirements.

Figure 4.16 shows the total times needed for each protocol and operation. It
summarizes the values which were presented in the previous section with opera-
tions for 5 group members. AKE1 is the slowest protocol in all three cases. The
tree-based protocol TGDH is much faster in initial setup, but still needs twice the
time for join operations compared to the centralized protocols and a member leave
is more than ten times slower. MTI/AO et al. is slower than TGDH and LLK in
the initial setup, but almost twice as fast as TGDH in the join operation. Overall,
LLK proves to have the best performance in all three operations.

Contributory protocols have advantages (see section 2) over centralized pro-
tocols. Those advantages are bought at an expensive price - especially AKE1’s
performance is much worse than the centralized protocol’s performance. In each
protocol operation every member of the party needs to perform asymmetrical op-
erations, which is not the case for centralized key exchange protocols. Those have
some performance advantages through the use of symmetric encryption between
group manager and members. Particulary leave operations are very efficient in

centralized protocols: the GM chooses randomly a new GEK and the only notable
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Figure 4.17: Results of the centralized key exchange benchmark with 3 mobile
phones using LLK

delay is caused by the message transfer, whereas contributory protocols always
have to perform computationally expensive asymmetrical operations. Unfortu-
nately, centralized protocols are not well scalable, as the GM has to perform a
linear amount of computations to the group size.

The only protocol which may become faster than LLK in larger groups is
TGDH. But use of the protocol is strongly discouraged, as we used an artificially
enhanced version with authentication and we strongly doubt that the protocol
is secure. As a result, a centralized protocol using a fast 2-party key exchange
protocol like LLK seems to perform best in the given conditions.

This analysis does not include the available network bandwidth in its calcu-
lations. If many messages are sent simultaneously to many hosts, the bandwidth
may not be sufficient to send them without delay. So the stated values are lower

bounds using the assumption that the network transfer delay is 2 seconds.

4.2.4 Benchmark

The results obtained by the benchmark involving one series 60 mobile phone as
GM and two series 40 mobile phones as members can be seen in figure 4.17.

All protocol operations were executed 8 times and the average values are shown
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Figure 4.18: Time diagram of the benchmark’s key exchange process for initial
setup

here. The test performed a centralized key agreement using LLK as 2-party key
exchange protocol. Certificate’s signatures were not validated. The initial setup
was performed as described in section 3.3.2. It took 39.7 seconds in total. A join
operation needed 35.8 seconds involving the series 60 mobile phone as GM and one
of the series 40 devices as joining device. Generation, symmetrical encryption and
decryption of keys caused no noticeable delays: The generation and encryption
of the GEK on a series 60 mobile phone took 0.009 seconds and the following
decryption on a series 40 device took 0.001 seconds. A message consisting of 10
bytes sent from one device to the other arrived after 2 seconds at the receiving
host, so the network lag is 2 seconds in the used wireless network system.

To confirm the validity of the theoretical key exchange analysis, we try to
reproduce the results for the key exchange benchmark in theory and compare the
theoretical and experimental values.

So far we have not included devices with different speeds in our analysis, so
we derive them graphically using figure 4.18 which shows the time diagram of the
benchmark’s initial setup. Series 60 and series 40 mobile phones are assumed to
take t.(s60) = 2.9 seconds and t.(s40) = 14.7 seconds respectively for one ECC
operation. Those values are represented in scale in the figure. They are taken from

the previous benchmark for asymmetric cryptographic algorithms. The network
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delay was measured to be t,, = 2 seconds. So the total time used for an initial

setup is then
t = 2te(540) + tp, + 2te(560) + ¢, = 39.2 seconds

This result corresponds reasonably well to the experimental benchmark result with

a difference of 0.5 seconds. A join operation would take
t = 2t.(s40) + t,, + te(s60) + t,, = 36.3 seconds

The difference between theoretical and experimental result is 0.5 seconds, which
also confirms the theoretical calculations.

Performance of real key exchanges will be slower, as more messages have to be
exchanged between the hosts than included in the analysis. Examples would be

messages to determine the group structure or to elect the GM.

Network structure from providers We determined in the benchmark tests
that mobile phones are protected from the internet by the provider’s firewall. Each
device is given a private IP address and access to the internet is accomplished by
NAT translation on the provider’s firewall. Thus no connections can be established
from the internet to the mobile phone, only the other direction is possible. This
network structure does not cause any problems, when mobile devices want to
connect to each other and are located in the same provider’s network. However, if
some devices are connected to different providers, the devices will not be able to
connect to each other. Devices which own private IP addresses are not reachable
from networks which are only connected with each other by the internet. This is a
serious limitation for multiparty applications which do not rely on a trusted third
party server in the internet. Hopefully this limitation will be resolved in the near

future.
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Chapter 5

Conclusion and Future Work

This thesis analyzed several secure multiparty protocols for their feasibility to use
them in groups only consisting of mobile phones.

Especially the case of smaller groups with 10 hosts or less was considered
for groupware applications like teleconferencing, video streams or shared white
boards. Special attention was given to the autonomy of the group: the secure pro-
tocol should not require a trusted third party like a server to run properly. A group
of mobile devices should be able to set up secure communications autonomously.

Mobile devices offer only very limited computational performance, as their
main application is voice communication and they are designed to run as long as
possible on battery. So fast processors which use much power are not available for
applications running on those devices. Some cryptographic algorithms require a
substantial amount of calculations, so it is not sure, if they are able to run in this
environment.

Secure protocols require authentication methods to verify the identity of their
communication peers. The most secure systems are based on public/private key
cryptography. Those require asymmetrical cryptographic calculations have high
computational costs. We analyzed the performance of the algorithms RSA, ECC
and XTR on mobile phones. Initial key generation for RSA required too much
time to be used in practical applications. ECC and XTR showed much better per-
formance figures, as they require much smaller keysizes and thus less calculations
than RSA. XTR has been introduced only a few years ago and there are only very
few secure protocols available for this cryptographic system, so it is not recom-
mendable for use yet. ECC has been tested thoroughly in the last two decades,
and already many key exchange protocols are available for it. We chose ECC for
the performance evaluation of secure group protocols.

We only analyzed protocols which provided authentication and made use of
asymmetric cryptography. There are two different types of secure multiparty

protocols: Contributory protocols do not need a central manager which controls
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security and they treat every group member identically. Centralized protocols
make use of a group manager which manages the protocol’s security and maintains
secure connection channels to every group member. We analyzed the performance
of the contributory protocols AKE1 by Bresson et al. [8], a modified version of
TGDH by Kim [32] and a centralized protocol using the 2-party key exchange
protocol LLK by Lee [39] and using a slower protocol similar in performance to
MTI/AO [42]. We considered the protocol operations initial setup, member join
and member leave.

Each case was evaluated using the results for ECC from the test of asymmet-
ric cryptographic algorithms. Contributory protocols always perform calculations
on all hosts due to their decentralized nature. Especially for member join and
leave operations the centralized protocols have an advantage, as only the GM and
one other host have to perform expensive calculations. Initial setup of TGDH
shows promising performance for groups with more than 10 members, as the cost
increases logarithmically to the group size, whereas all other protocols’ cost in-
creases at least linearly. Overall, centralized protocols perform best for applica-
tions needing a group size of 10 hosts or less. The faster the used 2-party key
agreement protocol are, the better the centralized protocols perform. The fastest
protocol was a centralized protocol using LLK as key agreement protocol. It took
25.2 seconds for initial setup, 14.7 for a member join and 2 seconds for a member
leave with a group of size 5 hosts. Those results are valid for series 60 mobile
phones. The times are small enough for practical use only for few applications, as
users do not want to wait that long until communication is set up. The current
state of technology does not permit this type of communication yet.

Our tests revealed, that networks of mobile phone providers use private IP
addresses and are protected from the internet by a firewall. It is not possible to
establish a connection between devices in two different providers’ networks yet.
This is a serious limitation for multiparty applications. But with the promising
development of the network’s bandwidth in the next generation network systems,
we hope that those limitations will be abolished.

The development of the mobile devices is also promising: Series 60 mobile
phones are the successing generation of series 40 mobile phones. Their computa-
tional performance increased by 500%. If the generation following series 60 mobile
phones increases its speed by the same value and networks decrease message trans-
fer times, secure communication groups could be set up in less than 5 seconds,

which is a good value for practical application.
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Future work

This thesis analyzed the speed of mobile devices based on implementations in
Java. Many mobile phones of the newer series 60 generation already support
applications in the programming language C++, which can be executed faster,
as the code is directly executed by the processor and no virtual machine needs
additional resources to interpret the code. The benchmarks could be ported to
C++ to test possible performance improvements.

We only discussed secure group protocols theoretically and analyzed bottle-
necks in their execution. However, the protocols were only roughly defined. An
exact protocol description has to be introduced, before it can be taken for prac-
tical use: the content of transferred messages, rules if members are allowed to
join the group after an invitation only or at all times, what public-key certificates
may be used, etc. The goal of the work should be to develop a protocol and its

corresponding API which is as easy to use as SSL for 2-party communication.
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